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29AUSENAUVIISTLUUDLUA

1. Mail User Agent (MUA)

e Webmail : roundcube webmail, squirrel webmail
e Mail Client : outlook, thunderbird, apple mail ...
2. Mail Submission Acent (MSA)
e Postfix, Exim
3. Mail Transfer Agent (MTA)
e Postfix, Zimbra, Exim
4.  Mail Deliver Acent (MDA)
e Dovecot, Cyrus-IMAP, Courier-IMAP
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N1SNIIUVDITSUUDLUA

https://youtu.be/1m5 6fDfOzE?si=nL-NDU9ItiIAG152s
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1AS9851955UU EAl Mail Server
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55UU EAl Workshop (1)

Ubuntu 22.04 LTS

user: user

Dass: Userpass

Postfix

/etc/postiix/main.cf
/etc/posthix/master.cf
/etc/posthix/mysqgl-virtual domains.cf
/etc/posthix/mysql-virtual forwardings.cf
/etc/posthix/mysql-virtual mailboxes.cf
/etc/posthix/mysql-virtual emailZemail.cf

MySQL

User: root

Pass: <empty>

DB: eaimail
User: dbuser

Pass: dbuserpass

DB: roundcubemail
User: rcmail

Pass: rcmailpass

Dovecot

/etc/dovecot/dovecot.conf

/etc/dovecot/dovecot-sgl.conf.ext

SSL

/etc/ss/private/mailthai.crt

/etc/ssl/private/mailthai.key

B LA
mailthai > <.in.th

ANNNUYOLIN.Th

Roundcube 1.6.5
User: thai@mailthai X <.in.th

Pass: thaipass
User: Ins@anuung < Ing

Pass: thaipass
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55UU EAl Workshop (2)

N13619A1 DNS Server ¥adlaunIwing Lazn1w189ney
LAY mailthai0l.in.th kay el Ine

$TTL 60 $TTL 60
$ORIGIN mailthai@l.in.th. $ORIGIN xn--01-6qi@c9cg5dxc.xn——o03cw4dh.
mailthai@l. in.th. IN SOA nsl.mailthai.in.th. admin.mailthai.in.th. ( xn--01-6qi0@c9cg5dxc.xn--03cwdh. IN SOA nsl.mailthai.in.th. admin.mailthai.in.th. (
2022010101; serial - YYYYMMDDXX 2022010102; serial - YYYYMMDDXX
21600 ; refresh - 6 hours 21600 ; refresh - 6 hours
900 ; retry - 15 minutes 900 ; retry - 15 minutes
3600000 ; expire - long time 3600000 ; expire - long time
300 ) ; minimum TTL - 5 minutes 300 ) ; minimum TTL - 5 minutes

; + Nameservers ; 3 Nameservers
mailthai@l. in. th. NS nsl.mailthai.in.th. xn--01-6qi0c9cg5dxc.xn-—o03cw4dh. IN NS nsl.mailthai.in.th.

; + Hosts ;+ Hosts
mailthai@l. in. th. IN A 100.64.10.1 xn--01-6qi0c9cg5dxc.xn-—o03cw4h. IN A 100.64.10.1
IN A 100.64.10.1 xn--r3cz4e3a IN A 100.64.10.1
IN A 100.64.10.1
;3 MXs
xn--01-6qi0c9cg5dxc.xn-—o03cw4dh. IN MX 10 mail.mailthai@l.in.th.

mailthaifl. in. th. MX 10 mail.mailthai@l.in.th.

73 TXTs

;3 TXTs xn--01-6qi0c9cg5dxc.xn-—o03cwéh. IN TXT "v=spfl ip4:100.64.10.0/24 ~all"

mailthai@l. in. th. TXT "v=spfl ip4:100.64.10.0/24 ~all"
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http://mailthai01.in.th
http://01.xn--o3cw4h

55UU EAI Workshop (3)

=

100.64.10.1

Web Server
[ lab-eai.bknix.co.th

mailthaiOl.in.th

100.64.10.2

DNS Server

mailthai02.in.th

100.64.10.3

[100.64.10.1 - 100.64. 10.60]

mailthai03.in.th

100.64.10.4

mailthaiO4.in.th

100.64.10.5

mailthai05.in.th

100.64.10.6

mailthai06.in.th
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sEUUdaLDLESSyUSaY (1)

11 webmail v

e Login LuanIwIenge S  thai@mailthaiog.in.th

e User: thai@mailthai99.in.th

e Pass: <password>

Roundcube Webmail

e Login daniwlne

e User: Myg@aanu1e99.ng

e Pass: <password> v

s  lnz@aaviune99.lns

Roundcube Webmail
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mailto:thai@mailthai99.in.th

= =t & o o
SYUUDLNALUDLATASYUTDY (2)

/ -~ | v = v
SU-d99Lua Aaedan1elnale

Settings 1
Create Delete
— Preferences BB <thai@mailthai99.in.th> .
- == @ Settings
@8 Folders Display Name
B8 |dentities
Email l Ins@vanu99.Ins |

@ Responses

Organization

Contacts
0 ] Reply-To
Settings
Bce
Set default
Signature
2a)

LHINiC
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nsunlulweauase (1)

& C 0 8 thdomain.thnic.co.th

1. e h

dan:tusulalvu
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nsunlulweauase (2)

2. U3113 hosting
e LA9AUSNNT hosting d115U email Lagtany

¢ NM5A519BARBILY storage UIN MNLEBN web hosting UNATIANIEADUVIIEN

e 1A9NLYUSNS cloud N15895UN1SY1 email server
dl v a Y a = < dl’ < 9 av Y Y A 1
o WRINRaLln port IusN1sBaluas1sETR s ua v lignlaumlnge KT cloud UNawns

lloygAlvivin email server
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nsunlulwauase (3)

3.  DNS server
I I a Y a .
o d@ulugiluusnisvelnuinig hosting

o LIIFBIIINUING hosting 1TuRAnNIsIY viaadivtiulmsdanislae

e FRIAIUITANIAN A, MX, TXT Record Tinuwsle fse1atu kon.in.th, aw.lng

VA
VU AN

e A Record w@an walnvyalaulunvuiaiaulan

;; ANSWER SECTION: i i ANSWER SECTION:
kon.in.th. 203.159.70.228 Au.ino. 300 IN 203.159.70.228

1+ ANSWER SECTION:

. . ;» ANSWER SECTION:
maill.kon.in.th. 203.159.70.227

INRe.AY. Iny. 3600 IN A 203.159.70.227

e MX Record wean Wialhsua1u1sasuauaan Mail Server Lasasaula

;7 ANSWER SECTION:
kon.in.th. 3600 IN MX 10 maill.kon.in.th
kon.in.th. 3600 IN MX 20 mail2.kon.in.th

e TXT Record L@nan LWBIANITLITD spam mail

1+ ANSWER SECTION:

7+ ANSWER SECTION:
au. Ins. 3600 IN 10 (ufe.AY. Iny.

Au. Ins. 3600 IN 20 (ufw.nAu. Iny.

;1 ANSWER SECTION: P
au. lne. 3600 IN wy=spfl a mx ~all® I ’
ACADEMY
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kon.in.th. 3600 IN "v=spfl a mx ~all"




ANUANNY wazANUUUEIUAY (Email Security/Privacy)

1. Email Security dauaszuusinsmisianistestusuuuumslauilaeiluiisdessuiesusisuensnse
+  Fraud Email Swafidafedl¥audiua ievasnanslidiedu
+  Phishing Email Buaidsfedldaudiua ieviasnarsteyadiu
e Malware Email 8iuafidlslusinssy Lﬁ@lﬁmagﬂ%ﬂm l¥U ransomeware, spyware
+  Account Takeover msoudisduidvesdua e udoyadiudniluldn
+  Email Interception mssndudionasenitems wWiealusdeyavealdny

Fausranusadesiuldvainvaneis

e N1 config SEUUBLALAYANTNIANUABANY
. N3AARY antivirus / spamfiltering

e N15 backup STUUBLUA

e N1597NNS firewall

guomadougyaidbguoansaunmaiovioing



ANUANNY wazANUUUEIUAY (Email Security/Privacy)

2. Email Privacy gauassuusasmisiannududiudivesildanussuudiua Ingianizlutlagdui PDPA &

ASUNISUBINY

¥
¥ vV Yo | U/ v/ U/

U

o UayadAny AealasunNstuduinuIInedsasSUNauITUINaAIULe

Vy

o i lianunsansaaeuldinduagndsdedSuiigndosmielsl

V I

o lumsay

o fosrlvillonmuneailndial auliaiunsanuauiiulaen

51801500090 ULAAINRAN YD

e Transport level encryption - n15USAULYTIUBLILE TSL (SSL)

e End to end encryption - N15l% OpenPGP Liel1siavaninuludlua

e Architectural impact - N1589nLUUTEUUINT895U email client / webmail

Wateyavnlugvideliddoyaiiduruduriudwailifinnadsta vdelaidrsvilg
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Workshop
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https://kon.in.th/download/EAI_Training 2024.pdf
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1. NNSAINLAIBULATDY Server (1)

74 74 v =\ Qd
o LUNIYIUAWENT root

$ sudo su

Q/ . Y & ¢ & I Y o o
o  INAALWALNIVDY Mail Server TuLIDITUAIEN AILATH

S apt update
S apt -y upgrade

guomaSougyaiBguemsaunmaioniyny



1. NN5AINLNBULATDY Server (2)

e NINUAYD hostname LLAZASIVFDUNYAES

$ hostnamectl set-hostname mail.mailthaiXX.in.th Frogralauilaly WOrkshop o
S hostnamectl mailthai99.in.th
NNUI99. Ny

A9Y19 19U mail.mailthai99.in.th

Static hostname: mail.mailthai99.in.th
Icon name: computer-vm
Chassis: vm
Machine ID: £7a82d1f83314a9ab8d80f74de05236a
Boot ID: cd679a6alb94448c9£f478fdb9120acle

Virtualization: kvm

Operating System: Ubuntu 20.04.3 LTS
Kernel: Linux 5.4.0-94-generic
Architecture: x86-64

£
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1. NN5AINLNBULATDY Server (3)

e LAUAT hostname FaLA8NUTINANUAVI9AULLULNG hosts

$ nano /etc/hosts progalatunlglu workshop 1

mailthai99.in.th

§19819 10.64.10.99 mail.mailthaio9.in.th INNU1899.1e)

127.0.0.1 localhost mail.mailthai99.in.th
100.64.10.99 mail.mailthai99.in.th Workshop |P address

221 ip6-localhost ipé6-loopback 10.64.10.99

fe00::0 ip6-localnet
£f£f00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
f£f02::2 ip6-allrouters

r
QLA
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http://99.xn--o3cw4h

1. N5AINLNIBULATDY Server (4)

e HIAILIANVDY Host LaznsIadau

Local time: Fri 2022-01-14 21:27:24 +07
Universal time: Fri 2022-01-14 14:27:24 UTC
RTC time: Fri 2022-01-14 14:27:24
Time zone: Asia/Bangkok (+07, +0700)

System clock synchronized: yes
NTP service: active
RTC in local TZ: no

Giric

ACADEMY
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2. Msaeinadeaa (1)

o 1UA firewall ufw server A8ATEY

S ufw enable

ommand may disrupt existing ssh connections. Proceed with operation (y|n)? y

Firewall is active and enabled on system startup

guomadougyaidbguoansaunmaiovioing



2. Msaeinadeaa (2)

o 1Un firewall services Wag email server (13150 UA LA NABINS)

S ufw allow ssh

S ufw allow http
S ufw allow https
S ufw allow smtp
S ufw allow smtps
S ufw allow imap

S ufw allow imaps

Rule added
Rule added (vé6)

guomadougyaidbguoansaunmaiovioing



2. Msaemlinadeaa (4)

o AFIVFAIUIIBNIT services Va9 firewall NlUnae

$ ufw status

Status: active
To

22/tcp
80/tcp
443/tcp
25/tcp
465/tcp
143/tcp
993/tcp
22/tcp (vé6)
80/tcp (vé6)
443/tcp (vé6)
25/tcp (vé6)
465/tcp (vé6)
143/tcp (vé6)
993/tcp (vé6)

From

Anywhere
Anywhere
Anywhere

Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere
Anywhere

Giic
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3. N158519 SSL Cert §1%15U Mail Server (1)

o LUUTUMDUNITESY SSL dnsulaanunulusinsy Dovecot way Postfix

e @519 SSL vi9nua 2 tnalawn

O mailthaixXX.key
O mailthaixXX.crt

AI9L9 LYY mailthai99.key, mailthai99.crt

guomaFougyailigumsaunmaioniy



3. N158519 SSL Cert §1%5U Mail Server (2)

e 574 private key

$ cd /etc/ss/private
S openssl reg -new -x509 -days 365 -nodes -newkey rsa:2048 -keyout mailthaiO1.key -out
mailthaiOl.crt -subj “/C=TH/ST=Bangkok/L=Dusit/O=EAlI/OU=IT/CN=mail.mailthaiO1.in.th"

e M57360U key N&319VU

S s

mailthai99.crt mailthai99.key

guomadougyaidbguoansaunmaiovioing



4. N13HANY MySQL, Postfix LLag Dovecot (1)

e HARAY MySQL, Postfix uaz Dovecot wag packet NFTudrnsu email sever

S apt -y install postfix postfix-mysql

S apt -y install dovecot-core dovecot-mysqgl dovecot-imapd dovecot-pop3d dovecot-lmtpd

S apt -y install mysql-server

. él’ﬂ start service 984 MySQL, Postfix was Dovecot
S systemctl start mysql
S systemctl start postfix

S systemctl start dovecot

ACGCADEMY
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4. n15HANY MySQL, Postfix LLag Dovecot (2)

¢  AHNIUSNIIUYBY MySQL, Postfix wae Dovecot

mysqgl.service - MySQL Community Server
Loaded: loaded (/lib/systemd/system/mysql.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2022-01-14 06:02:03 +07; 15h ago
Main PID: 887 (mysqld)
Status: "Server is operational”
Tasks: 37 (limit: 462)
Memory: 8.2M
CGroup: /system.slice/mysql.service
L887 /usr/sbin/mysqld

postfix.service - Postfix Mail Transport Agent
Loaded: loaded (/lib/systemd/system/postfix.service; enabled; vendor preset:
Active: active (exited) since Fri 2022-01-14 06:01:53 +07; 15h ago
Main PID: 911 (code=exited, status=0/SUCCESS)
Tasks: 0 (limit: 462)
Memory: 0B

CGroup: /system.slice/postfix.service

dovecot.service - Dovecot IMAP/POP3 email server
Loaded: loaded (/lib/systemd/system/dovecot.service; enabled; vendor preset:
Active: active (running) since Fri 2022-01-14 06:01:49 +07; 15h ago
Docs: man:dovecot(1l)
http://wiki2.dovecot.org/
Main PID: 710 (dovecot)
Tasks: 4 (limit: 462)
Memory: 2.3M
CGroup: /system.slice/dovecot.service
=710 /usr/sbin/dovecot -F
-804 dovecot/anvil

30 Govecor/oonei \\T‘ E1MiC
NENDEMY
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5. A9A" MySQL (1)

. f9A1 UTF8 T mysql ialisasiunienine Tnaiiuadsduansaslulng mysqgld.cnf 1d [mysqld]

[mysqld]
haracter-set-server = utfs

ollation-server = utf8 general ci
skip-character-set-client-handshake

. &9 restart MySQL

S systemctl restart mysqgl r
LaNic

ACADEMY
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5. fa MySQL (2)

Database: eaimail

domain source destination
mailthai><.in.th Tna@aaving) 0 Ing thai@mailthaix<.in.th
NN Ing

emall password

thai@mailthai>(X.in.th $6$7GQtdsDwSjzB7EAM$0.W6ZBcGEyIrQMHKv1;7
PZd/6EPoXAYCINhxxs3V2mG/
NrHKDsycOTWwWETniwI90/
OUeQkgBT5SKPfNkDUb8hk/

Tna@aanue) . Ing 1$6$7GQtdsDwSjzB7EAM$S0.WE6ZBcGEyIrQMHKvV1j7
PZd/6EPoXAYCINhxxs3V2mG/
NrHKDsycOTWwETniwl90/
OUeQkaBT5KPNKDUDbShk/

Mic
ACADEMY
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5. H9A" MySQL (3)

e Login L1 L9 MySQL Laaley password Va4 user root ﬁlﬁﬁx‘lﬁ’]ﬁ

S mysqgl -u root -p # pass:<enter>

+ @314 Database taldinudayavain1slda1uy Email Server

mysql> CREATE DATABASE eaimail CHARACTER SET utf8mb4 COLLATE utf8mb4 0900 ai ci;

Query OK, 1 row affected (0.04 sec)

mysql> USE eaimail;

Database changed

Giic
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5. G197 MySQL (4)

e  &S19 User WSAUNIVUAANSTNIS L YINULAINU eaimail database NASI9VULN

mysql> CREATE USER dbuser@localhost IDENTIFIED BY 'dbuserpass’;
mysql> GRANT SELECT, INSERT, UPDATE, DELETE ON eaimail.* TO dbuser@localhost;
mysql> FLUSH PRIVILEGES;

Query OK, 1 row affected (0.04 sec)

e  §579d8U user NAs19VULULAY

mysqgl> SHOW GRANTS FOR dbuser@localhost;

2 rows in set (0.01 sec) \ \T’/-’”ic

ACADEMY
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5. H9A" MySQL (5)

e #@519m1519l8NUAT domains, forwardings @1%5U forward dwantentnelun1wdeng,

users LN lUd519 mailbox

mysql> CREATE

ABLE domains (domain varchar(256) NOT NULL, PRIMARY KEY (domain));

mysql> CREATE TABLE forwardings (source varchar(256) NOT NULL, destination varchar(256) NOT
NULL, PRIMARY KEY (source));

mysql> CREATE TABLE users (email varchar(256) NOT NULL, password varchar(256) NOT NULL,
PRIMARY KEY (email));

Query OK, 1 row affected (0.04 sec)

£

e
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5. a1 MySQL (6)

a v . . & Y A o Y,
® L‘I/\Ill‘llaga Domain a2 Email Account MNATYT1NN 6| LLEI%ﬂ’]‘H’]l‘VIEJ LW@JLiﬁJeL‘lN'm

mysql> INSERT INTO domains (domain) VALUES (‘mailthaixXX.in.th");
mysql> INSERT INTO domains (domain) VALUES (‘aanungxX.lng");

mysql> INSERT INTO domains (domain) VALUES ('xn--XX-6qi0c9cg5dxc.xn—-o03cw4h');

guemsdougyaiguomsmanmaioviyiny



5. A9A" MySQL (7)

a 4 . R 5 v/ ~ a 24
LY E N RN Domain i8a¥ Email Account 194A1¥199NH W wazAIWbng iasulyanu

mysql> INSERT INTO users (email, password)

VALUES (‘thai@mailthaixXX.in.th', '$657GQtdsDwSjzB7TEAM $0.W6ZBcGEylrQMHKv1j7PZd/
6EPOXAYCINhxxs3V2mG/NrHKDsycOTWWETniwl90/0UeQkgBT5KPfNkDUb8hk/');

mysql> INSERT INTO users (email, password)

VALUES (‘lna@annuexx.lng', ‘$657GQtdsDwSjzB7TEAM $0.W6ZBcGEylrQMHKv1j7PZd/
6EPOXAYCINhxxs3V2mG/NrHKDsycOTWWETniwl90/0UeQkgBT5KPfNkDUb8hk/¢);

mysql> INSERT INTO users (email, password)

VALUES ('1‘1/1&J@xn——XX—6qiOc9cg5dxc.xn——o3cw4h',
'$657GQtdsDwSjzBTEAMS0.W6ZBcGEylrQMHKV1j7PZd/6EPoXAYCINhxxs3V2mG/
NrHKDsycOTWwWETniwl90/0UeQkgBT5KPfNkDUb8hk/");
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5. H9A" MySQL (8)

e  N1%UA Email MYIU189 Email Account Arwlng T4 forward 101 Email-Account A998 L1937

syuulianuisasasie mailbox Wu arwlngla

mysql> INSERT INTO forwardings (source,destination)
VALUES ("lns@annuexdlng', thai@mailthaiX<.in.th");
mysqgl> INSERT INTO forwardings (source,destination)
VALUES ('11/1‘c’J@xn-—XX—éqi0c9cg5dxc.xn-—03cw4h','thai@mailthaiXX.in.th');

mysql> quit;

guomsduugyaidbguvasmunmaiovioing



- Coffee Break
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6. $9A" Postfix (1)

. a519lWd config WaumaIZWING Postfix waz MySQL

e mysqgl-virtual domains.cf

a519M0a script Wialydmsuisenal domain 210 DB

e mysql-virtual forwardings.cf

a51908 script Livalad@1usu forward email

e mysqgl-virtual mailboxes.ct

51908 script talud11su @519 mailbox wazly login

e mysqgl-virtual emailZzemail.cf

a519lna script Winlwd1nsu dewia email viavua UG smtp server au @alalunsaii host WUu IP Ad

Mic
ACADEMY
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6. $9A" Postfix (2)

e @519lWa script wwalgdnsuisenAn domain 310 Database

$ nano /etc/postfix/mysql-virtual domains.cf

ser = dbuser
password = dbuserpass
= eaimail

SELECT domain FROM domains WHERE domain='%s’
127.0.0.1

o @519lWa script wwalydnnsu forward email

$ nano /etc/postfix/mysql-virtual forwardings.cf

ser = dbuser
password = dbuserpass
= eaimail

SELECT destination FROM forwardings WHERE source='$s'
127.0.0.1

guomsougyadsguomsaunmaiavioing



6. é;lg\‘iﬁ'] Postfix (3)

e @57°9l08 script alyd1su 83519 mailbox wazly login

$ nano /etc/postfix/mysgl-virtual mailboxes.cf

ser = dbuser
password = dbuserpass
= eaimail
SELECT CONCAT(SUBSTRING INDEX(email,'@',-1),'/',SUBSTRING INDEX(email,'@',1),'/') FROM users WHERE email='$s'
127.0.0.1

e @319l04 script waldansu desia email Neviun 1Ugs smtp server au F9lgTunsaiN host Wu IP Address

$ nano /etc/postfix/mysqgl-virtual email2email.cf

r
QLA

ACADEMY
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6. ﬁgﬂﬁ’] Postfix (4)

o a S0 yvo . a v X
e  NINUAGNTIANU script NeT19VY

S chmod 640 /etc/postfix/mysqgl-virtual *.cf && chgrp postfix /etc/postfix/mysqgl-virtual *.cf

root postfix 124 Jan 14 22:11 mysql-virtual domains.cf
root postfix 120 Jan 14 22:17 mysqgl-virtual email2email.cf

root postfix 133 Jan 14 22:15 mysqgl-virtual forwardings.cf
root postfix 190 Jan 14 22:15 mysqgl-virtual mailboxes.cf

e @579 user vmail @11SUa1u/s08U mailbox
S groupadd -g 5000 vmail

S useradd -¢ vmail -u 5000 vmail -d /home/vmail -m

Giic
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6. ﬁgﬁﬁ'] Postfix (5)

. config NMI¥N9IUVBS postfix §28A1Ee postconf (ArdsiiazlunAlylng “/etc/postfix/main.cf")
S postconf "myhostname=mail.mailthaixXX.in.th"
$ postconf "mydomain=mailthaiXX.in.th"
$ postconf "smtpd _tls_cert_file=/etc/ssl/private/mailthaixXX.crt"
$ postconf "smtpd _tls_key file=/etc/ss/private/mailthaiXX.key"
$ postconf "myorigin=\$mydomain"
$ postconf "inet interfaces=all"
$ postconf "inet protocols=ipv4"

$ postconf "mydestination=mail.\Smydomain"

$ postconf "mynetworks=100.64.10.0/24 127.0.0.0/8"

il 1iC
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6. ﬁgﬁﬁ'] Postfix (6)

. config NMS¥N9IUVBY postfix 8A1Ee postconf (FrdsiazluuAlulng "/etc/postfix/main.cf") (#8)
$ postconf "smtpd sasl auth enable=yes"
$ postconf "smtpd sasl type=dovecot”
$ postconf "smtpd sasl path=private/auth"
$ postconf "smtpd sasl authenticated header=yes"
S postconf "broken sasl auth clients=yes"
$ postconf "smtpd use tls=yes"
S postconf "smtpd recipient restrictions=permit _mynetworks, permit sasl authenticated,
reject unauth_destination”
$ postconf "smtpd tls auth only=yes"
$ postconf "smtpd tls loglevel=1"

$ postconf "virtual mailbox base=/home/vmail”

guomadougyaidbguoansaunmaiovioing



6. $3A" Postfix (7)

e config NINNIUVDY postfix BLLAR postconf (ﬁ'l&ﬁ%lﬂ&f’ﬂﬂ‘l/\lé "/etc/postfix/main.cf") (g

S postconf "virtual mailbox maps=proxy:mysql:/etc/postfix’ mysqgl-virtual mailboxes.cf"

S postconf "virtual mailbox domains=proxy:mysql:/etc/postfix/mysql-virtual domains.cf"

S postconf "virtual alias _maps=proxy:mysqgl./etc/postfix/mysql-virtual forwardings.cf, mysql:/etc/
postfix/mysql-virtual _email2email.cf”

$ postconf "virtual uid maps=static:5000"

$ postconf "virtual gid maps=static:5000"

$ postconf "virtual transport=dovecot”

S postconf "proxy read maps=\Slocal recipient maps \Smydestination \Svirtual alias maps \
Svirtual_alias_domains \Svirtual _mailbox_maps \Svirtual _mailbox domains \Srelay recipient_maps

\Srelay domains \Scanonical maps \$sender canonical maps \Srecipient canonical maps \

Srelocated maps \Stransport maps \Smynetworks"

guomadougyaidbguoansaunmaiovioing



6. é’?ﬁﬂ"] Postfix (8)

. config N5¥191UV4 postfix A18AES postconf (ArdsiazluuAlulng "/etc/postfix/main.cf") (e
$ postconf "smtputf8 enable=yes"

$ postconf "maillog_file=/var/log/mail.log"

ACGCADEMY
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6. ﬁgﬂﬂlﬂ Postfix (9)

Y o @
e M3IIEDUNIT config postfix ABATE

$ postconf -n

broken sasl auth clients = yes

ommand directory = /usr/sbin
ompatibility level = 2

daemon directory = /usr/lib/postfix/sbin
data_directory = /var/lib/postfix
debugger command = PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin ddd $daemon_directory
/$process name $process id & sleep 5
html directory = null

inet interfaces = all

inet protocols = ipv4

nailg path = null

nanpage directory = null

srlmandsnadtsan = TAamalhAaod TamaThAacnd: TAamaTldAamasn

‘domain = mailthai99.in. éh
hostname = mail.mailthai99.in.th

uyuct.wu;na — .LLI U U &
= $mydomain
newaliases_path = null
proxy read maps = $local recipient maps $mydestination $virtual alias maps $virtual alias
domains $virtual mailbox maps $virtual mailbox domains $relay recipient maps $relay doma
ins $canonical maps $sender canonical maps $recipient canonical maps $relocated maps $tra
nsport_maps $mynetworks
readme directory =
sample directory = null
sendmail path = null
setgid_group = postdrop

shlib directory =
smtpd banner = $myhostname ESMTP $mail name (Ubuntu)
= permit mynetworks, permit sasl authenticated, reject unaut

smtpd recipient restrictions
h destination

smtpd sasl auth enable = yes
smtpd sasl authenticated header = yes

smtpd sasl path = private/auth

smtpd sasl type = dovecot

smtpd tls auth only = yes

smtpd tls cert file = /etc/ssl/private/mailthai99.crt
smtpd_tls key file = /etc/ssl/private/mailthai99.key
smtpd tls loglevel = 1

smtpd use tls = yes

smtputf8 enable = yes

nknown local recipient reject code = 550
irtual alias maps = proxy:mysql:/etc/postfix/mysql-virtual forwardings.cf, mysql:/etc/po

stfix/mysql-virtual email2email.cf
irtual gid maps = static:5000
irtual mailbox base = /home/vmail
irtual mailbox domains = proxy:mysql:/etc/postfix/mysql-virtual domains.cf
irtual mailbox maps = proxy:mysql:/etc/postfix/mysql-virtual mailboxes.cf
irtual transport = dovecot
irtual uid maps = static:5000

& 1ic
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6. $3A1 Postfix (10)

. config NMI¥N9IUVBS postfix 28A1Ee postconf (FrdsiazlunAlulng “/etc/postfix/master.cf")
S postconf -M smtps/inet="smtps inet n - - - - smtpd" && \
$ postconf -P "smtps/inet/syslog name=postfix/smtps" && \
$ postconf -P "smtps/inet/smtpd tls wrappermode=yes" && \
$ postconf -P "smtps/inet/smtpd sasl auth enable=yes" && \
S postconf -P "smtps/inet/smtpd client restrictions=permit_sasl authenticated,reject” && \
S postconf -P "smtps/inet/smtpd relay restrictions=permit sasl authenticated,reject” && \
S postconf -P "smtps/inet/milter macro daemon name=ORIGINATING" && \
$ postconf -vM dovecot/unix="dovecot unix - n n - - pipe flags=DRhu

user=vmail:vmail argv=/usr/lib/dovecot/deliver -f \S{sender} -d \${recipient}"

guomadougyaidbguoansaunmaiovioing



6. $9A" Postfix (11)

Y o @
e F3296UNIT config postfix NUAF

$ postconf -M

inet n -
syslog name=postfix/smtps
smtpd tls wrappermode=yes
smtpd sasl auth enable=yes

smtpd client restrictions=permit sasl authenticated,reject
smtpd relay restrictions=permit sasl authenticated,reject
milter macro daemon name=0RIGINATING
dovecot unix - n n —~ - pipe flags=DRhu
user=vmail:vmail argv=/usr/lib/dovelsot/deliver -f ${sender} -d ${recipient}

v
/

e H39AT1 mysql postfix driver

sql /usr/lib/postfix/postfix-mysql.so dict mysql open ’

LEINic
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6. 3A" Postfix (12)

C éllx‘i Restart Postfix

S systemctl restart postfix

guomaSougyaiBguemsaunmaioniyny



7. 3An Dovecot (1)

e #5149 script Wali dovecot T¥e1uny SQL Nts1laninuanaumninil

$ nano /etc/dovecot/dovecot-sgl.conf.ext

driver = mysql

onnect = host=127.0.0.1 dbname=eaimail user=dbuser password=dbuserpass
default pass scheme = SHA512-CRYPT
password query = SELECT email as user, password FROM users WHERE email='%u';

0 a &£ v =~ Y
o«  MUUARNTBYNN LA user Naglu dovecot group T

S chmod 640 /etc/dovecot/dovecot-sql.conf.ext && chgrp dovecot /etc/dovecot/dovecot-sgl.conf.ext

S A o 1 root dovecot 199 Jan 14 23:02 dovecot-sgl.conf.ext

Giric

ACADEMY
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7. 9A1 Dovecot (2)

 Backup lWa dovecot.conf hulanau
$ mv /etc/dovecot/dovecot.conf /etc/dovecot/dovecot.conf-backup
. uilulng "/etc/dovecot/dovecot.conf" Faansldmanudiuana

$ nano /etc/dovecot/dovecot.conf

protocol lda {
log _path = /home/vmail/dovecot-deliver.log
auth_socket path = /var/run/dovecot/aunth-master

postmaster address = postmaster@mailthai99.in.th

= maildir:/home/vmail/%$d/$n/Maildir
ssl cert = </etc/ssl/private/mailthai99.crt
ssl key = </etc/ssl/private/mailthai99.key

Ss1l cipher list = ALL:!LOW:!SSLvZ:!EXP:!aNULL
auth mechanisms = plain login
namespace {

type = private

separator = .

prefix = INBOX.

inbox = yes

protocol pop3 {
pop3 uidl format = $08Xu%08Xv
pop3_client workarounds = outlook-no-nuls oe-ns-eoch

driver = sql
args = /etc/dovecot/dovecot-sql.conf.ext

auth {

unix listener auth-master {
mode = 0600
user = vmail

serdb {
driver = static
args = uid=5000 gid=5000 home=/home/vmail/%$d/%n allow all users=yes
}
service stats {
unix listener stats-reader {
user = vmail
group = vmail
mode = 0660

}
unix listener stats-writer { o
user = vmail [ I

group = vmail y

mode = 0660 ADEMY

SUYEITNUNMATENIL INY

}
unix listener /var/spool/postfix/private/auth {

mode = 0666

user = postfix

group = postfix
}

user = root

auth-worker {
user = root




7. 3A1 Dovecot (3)

e &4 restart dovecot

S systemctl restart dovecot

guomaSougyaiBguemsaunmaioniyny



8. NAA’UNISVINGIUVBY Email Server (1)

* VIAHEU imap ABATEN telnet AR Ctrl+] Wazauee g Weosn
S telnet localhost imap

rYing 127.0.0.1...
onnected to localhost.
Escape character is '"]'.

* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ STARTTLS AUTH=F
AIN AUTH=LOGIN] Dovecot (Ubuntu) ready.

e NAFIU smtp AWAHY telnet

S telnet localhost smtp rying 127.0.0.1...
onnected to localhost.

Escape character is '"]’'.

220 mail.mailthai99.in.th ESMTP Postfix (Ubuntu)
2hlo localhost

250-mail.mailthai99.in.th

250-PIPELINING

250-SIZE 10240000

250-STARTTLS

250-ENHANCEDSTATUSCODES
250-8BITMIME & ’ ’I ’lc

250-DSN =
250-SMTPUTFS CADEMY
250 CHUNKING g{ur/;) 1550 'nyn 110 g{url;mefm naadevio o




8. NAFUNISVINGIUVDY Email Server (2)

. VAFBUNITEY email FAE telnet
S telnet localhost smtp
ehlo localhost
MAIL FROM: thai@mailthai99.in.th
RCPT TO: thai@mailthail00.in.th
data
Subject: test mailthai99.in.th to mailthai100.in.th

test

guomaFougyailigumsaunmaioniy



8. NAFdUNISVINGIUVDY Email Server (3)

.  VAEDUNISES email 28R telnet
S telnet localhost smtp

ehlo localhost

MAIL FROM: lne@annu1899.lne SMTPUTFS
RCPT TO: lns@annuia100.lne

data
Subject: test mailthai99.in.th to mailthai100.in.th

test

guomaFougyailigumsaunmaioniy



8. NAFdUNISVINGIUVDY Email Server (4)

. VAFBUNITEY email FAE telnet
S telnet localhost smtp
ehlo localhost
MAIL FROM: thai@mailthai99.in.th
RCPT TO: titipong@kon.in.th
data
Subject: test mailthai99.in.th to titipong@kon.in.th
test

guomaFougyailigumsaunmaioniy



8. NAFdUNISVINGIUVDY Email Server (5)

.  VAEDUNISES email 28R telnet
S telnet localhost smtp

ehlo localhost

MAIL FROM: na@anunune99.lne SMTPUTFS

RCPT TO: gansd@au.lng

data

Subject: test mailthai99.in.th to titipong@kon.in.th
test

guomaFougyailigumsaunmaioniy



8. NAF’UNISVINGIUVBY Email Server (6)

e M52980U log VaIN1589 Email : /var/log/mail.log @93zlanNanIuaIuans

$ tail -f /var/log/mail.log

Jan 14 23:43:53 mail postfix/smtpd[38198]: connect from localhost[127.0.0.1]

Jan 14 23:44:34 mail postfix/smtpd[38198]: E3C5E80025: client=localhost[127.0.0.1]

Jan 14 23:45:02 mail postfix/cleanup[38201]: E3C5E80025: message-id=<20220114164434.E3C5E
80025€mail.mailthaill2.in.th>

Jan 14 23:45:02 mail postfix/qgmgr[38075]: E3C5E80025: from=<thaifmailthai99.in.th>, size=
382, nrcpt=1 (queue active)

Jan 14 23:45:02 mail postfix/pipe[38203]: E3C5E80025: to=<thaifmailthaill2.in.th>, relay=
dovecot, delay=46, delays=46/0.02/0/0.05, dsn=2.0.0, status=sent (delivered via dovecot s
ervice)

Jan 14 23:45:02 mail postfix/qgmgr[38075]: E3C5E80025: removed

Jan 14 23:46:15 mail postfix/smtpd[38198]: connect from localhost[127.0.0.1]

Jan 14 23:46:49 mail postfix/trivial-rewrite[38200]: warning: do not list domain aanunwll
2.lny in BOTH virtual alias domains and virtual mailbox domains

Jan 14 23:46:49 mail postfix/smtpd[38198]: B7B5680025: client=localhost[127.0.0.1]

Jan 14 23:47:04 mail postfix/cleanup[38363]: B7B5680025: message-id=<20220114164649.B7B56
80025€@mail.mailthaill2.in.th>

Jan 14 23:47:04 mail postfix/qmgr[38075]: B7B5680025: from=<lns@aanunu99.1lne>, size=398,
nrcpt=1 (queue active)

Jan 14 23:47:04 mail postfix/pipe[38364]: B7B5680025: to=<thai@mailthaill2.in.th>, orig t
o=<Ins@aanuell2.Ins>, relay=dovecot, delay=20, delays=20/0.04/0/0.03, dsn=2.0.0, status=

sent (delivered via dovecot service) o
Jan 14 23:47:04 mail postfix/qmgr[38075]: B7B5680025: removed L N - [ I
ACADEMY
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8. NAF’UNISVINGIUVBY Email Server (7)

e M52380YU log YBY dovecot : /home/vmail/dovecot-deliver.log @9azlanNanIuAIU&a

$ tail -f /home/vmail/dovecot-deliver.log

2022-01-14 23:38:141da(vmail)<38095><68cFGvam4WHP1AAA(Q0J78UA>: Info: msgid=<7170528b0c05e7c£33568660£f
d439465€xn--111-5k18cldhd4e2c.xn--03cwdh>: saved mail to INBOX

2022-01-14 23:45:021da(vmail)<38204><IQ3JHO604WEBS81QAA0J78UA>: Info: msgid=<20220114164434.E3C5E80025
@mail.mailthaill2.in.th>: saved mail to INBOX

2022-01-14 23:47:041da(vmail)<38365><Y261Lwip4WHA1QAAO0J78UA>: Info: msgid=<20220114164649.B7B5680025
@mail.mailthaill2.in.th>: saved mail to INBOX

e  M52988U Mmailbox LWalN155Ud9-d9 Email 32d5193ulne dovecot F9azlananIufn19819
$ cd /home/vmailVmailthaiXX.in.th/Maildir
S find

./cur

. /dovecot-uidvalidity.6lela6f6
. /dovecot-uidvalidity

. /dovecot-uidlist

. /dovecot.index.log
./maildirfolder

. /dovecot.index.cache

£
LM C

NEADEMY

./new/1642178294 .M435868P38095.mail.mailthaill2.in.th,S=1121,W=1144
./new/1642178824.M799278P38365.mail.mailthaill2.in.th,S=482,W=493
./new/1642178702.M516238P38204.mail.mailthaill2.in.th,S=447,W=458
./dovecot.list.index.log guomsFuugyaidigusamsmunmaioniy e



http://mailthaiXX.in.th/Maildir

11.Jang

1. ddman vl Aw19eng U thai@mailthai50.in.th wag ne@annane50.lne
(MUNTNAEDUYD 8. NAFDUNITNIIUYBY Email Server (2) / 8. nadaun15NI19I1uY8d Email Server (3)

e B 9710 mail server

2. Wuaeaues U dwaniwlng tazn1wnsingy @i thai@mailthais0.in.th
e 9 97N mail server WU §ANIA@IANNE50. I8 LAz titipong@mailthai50.in.th

ACGEADEMY
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0. ﬁﬂﬁ?ﬂ roundcube webmail (1)

AARS apache php

. ldAnda apt aﬂé?q php, php library LLas apache web server

S apt -y install apache2 php php-imap php-imagick php-json php-xml php-mbstring php-pear
intl php-ldap php-¢d php-zip php-mysgl php-curl php-bz2 php-smp phpmyadmin

o l¥A1d9 start service apache uaz php

S systemctl start apache2

e  ASIVEDVENIULNITNINIUYDY apache

S systemctl status apache2

ACGCADEMY
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9. A

24
Q/

A4 roundcube webmail (2)

Vv
%4

M4A1 MySQL Database

M9A1 php

M4A1 timezone

[Date]
; Defines the default Fimezone used by the date functions

; http://php.net/date.timezone

date.timezone = Asia/Bangkok .
username=rcmail

password=rcmailpass

519 i .
#3149 database roundcubemail database=roundcubemail

$ mysqgl -u root -p
mysql> CREATE DATABASE roundcubemail CHARACTER SET utf8mb4 COLLATE utf8mb4 0900 ai ci;

mysql> CREATE USER rcmail@localhost IDENTIFIED BY ‘rcmailpass’ ;

mysql> GRANT ALL PRIVILEGES ON roundcubemail.* TO rcmail@localhost; ’
mysqgl> FLUSH PRIVILEGES; \T’,-’ ” ’c
mysql> quit; .AiCEA'DEMY

guomsGuugyadbguumIsmuUnmaIeNIY Iy



0. ﬁﬂﬁg\‘i roundcube webmail (3)

M4A1 roundcube

S cd /var/wvww/html/

$ wget https://github.com/roundcube/roundcubemail/releases/download/1.6.5/
roundcubemail-1.6.5-complete.tar.gz

$ tar zvfx /var/www/htmU/roundcubemail-1.6.5-complete.tar.gz

S mv /var/www/html/roundcubemail-1.6.5 /var/www/html/roundcubemail

$ WL Avar/www/html/roundcubemail/config/

$ chown -R www-data:www-data /var/www/htm/roundcubemail

¥yl
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9. AAMNI roundcube webmail (4)

514 virtualhost 5 g .
4 -V} = I
YIUVUNDUY Llanadauluszuu workshop

irtualHost *:80>
ServerName mail.mailthai99.in.th

ServerAdmin webmaster@mailthai99.in.th

DocumentRoot /var/www/html/roundcubemail

<Directory /var/www/html/roundcubemail>
Options -Indexes +FollowSymLinks

AllowOverride All

</Directory>
ErrorLog /var/log/apache2/mail.mailthai99.in.th-error.log
CustomLog /var/log/apache2/mail.mailthai99.in.th-access.log combined

/VirtualHost>

£
LM C

NEADEMY
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0. ﬁﬂﬁgﬁ roundcube webmail (5)

nagaui AUl roundcube
o https://eai-lab.bknix.co.th/mail99/

<~ C @ O 8 bknix.co.th

DATABASE ERROR: CONNECTION FAILED!

o Unable to connect to the database!
Please contact your server-administrator.

191911 config roundcube
e https://eai-lab.bknix.co.th/mail29/installer/

08

bknix.co.th

< C @

roundcube

open source webmail software

The installer is disabled!

To enable it again, set $config['enable_installer'] = true; in RCUBE_CONFIG_DIR/config.inc.php

guemsGeugyadsgua smunmaiavie ny



0. aﬂé;lgﬁ roundcube webmail (6)

o unbvlna default.inc.php

$ nano /var/www/html/roundcubemail/config/defaults.inc.php

// THIS OPTION WILL ALLOW THE INSTALLER TO RUN AND CAN EXPOSE SENSITIVE CONFIG DATA.
// ONLY ENABLE IT IF YOU'RE REALLY SURE WHAT YOU'RE DOING!
[ 'enable_installer'] = true;

['imap conn options'] = arr [ 'swtp_conn_options’] =
'ssl’ => ( 'ssl’ => (
'verify peer' => false, 'verify peer' => false,
'verify peer name' => false, ‘'verify peer name’' => false,

\Tﬁl‘hc

NENDEMY
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0. ﬁﬂﬁg\‘l roundcube webmail (7)

191911 config roundcube ?J'ﬂﬂ%gx‘l
e https://eai-lab.bknix.co.th/mail99/installer/
. Tvina "NEXT"

roundcube

open source webmail software

Roundcube Webmail Installer

1. Check environment 2. Create config 3. Test config

Checking PHP version
Version: OK (PHP 7.4.3 detected)

Checking PHP extensions
The following modules/extensions are required to run Roundcube:

PCRE: OK
DOM: OK
Session: OK
XML: OK
JSON: OK
PDO: OK
Multibyte: OK
OpenSSL: OK
Filter: OK
Ctype: OK

Checking available databases

Check which of the supported extensions are installed. At least one of them is required.

MySQL: OK

PostgreSQL: NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-pgsql.php)

SQLite: NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-sglite.php)

SQLite (v2): NOT AVAILAELE (See http://www.php.net/manual/en/ref.pdo-sqlite.php)

SQL Server (SQLSRV): NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-sqglsrv.php)

SQL Server (DBLIB): NOT AVAILAEBLE (See http://www.php.net/manual/en/ref.pdo-dblib.php)

Oracle: NOT AVAILAEBLE (See http://www.php.net/manual/en/book.oci8.php)

Check for required 3rd party libs

This also checks if the include path is set correctly.

PEAR: OK

Auth_SASL: OK
Net_SMTP: OK
Net_IDNA2: OK
Mail_mime: OK
Net_LDAP3: OK

Checking php.ini/.htaccess settings

The following settings are required to run Roundcube:

file_uploads: OK
session.auto_start: OK
mbstring.func_overload: OK
suhosin.session.encrypt: OK

The following settings are optional and recommended:

allow_url_fopen: OK
date.timezone: OK

NEXT |

C
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0. ﬁﬂﬁgﬂ roundcube webmail (8)

Step 2: Create Config

2
/

¢ HIANLYDURD database

—Database setup

db_dsnw

Database settings for read/write operations:

MySQL v | Database type
localhost Database server (omit for sqlite)
roundcubemail Database name (use absolute path and filename for sqlite)
rcmail Database user name (needs write permissions)(omit for sqlite)
rcmailpass Database password (omit for sqlite)

db_prefix
re_

Optional prefix that will be added to database object names (tables and sequences).
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0. ﬁﬂﬁgﬂ roundcube webmail (9)

Step 2: Create Config

2
/

e §49A1 IMAP/SMTP

. anuuling “UPDATE CONFIG” fidusnsgn uazna “CONTINUE” fignuuugn

—IMAP Settings

imap_host
ssl://mail.mailthai99.in.th:993

© add
The IMAP host(s) chosen to perform the log-in

Leave blank to show a textbox at login. To use SSL/STARTTLS connection add ssl://

—SMTP Settings

smtp_host
ssl://mail.mailthai99.in.th:465

Use this host for sending mails
To use SSL/STARTTLS connection add ssl:// or tls:// prefix. It can also contain the

cmtn l1icar/cmtn nacc
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0. ﬁﬂﬁ?ﬂ roundcube webmail (10)

Step 3: Test Config

o 19NM “Initialize Database”

Check DB config Check DB config
DSN (write): OK DSN (write): OK
DB Schema: NOT OK (Database not initialized) DB Schema: OK

,. : DB Write: OK

' Initialize database | DB Time: OK

e VAFHBU SMTP/IMAP Config

Test SMTP config Test IMAP conflg | User: thai@mailthai99.in.th
Server ssl://mail.mailthai99.in.th Server ' ssl://mail.mailthai99.in.th v |

Port 465 Port 993

Username | thai@mailthai99.in.th Username | thai@mailthai99.in.th

Password  |ececeess Password |eceseees

Sender thai@mailthai99.in.th

Recipient  |thai@mailthai100|in.th
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0. ﬁﬂﬁg\‘l roundcube webmail (11)

e unlulna config.inc.php

$ nano /var/www/html/roundcubemail/config/config.inc.php

U luneauagavaslng

Sconfig['request_path'] = 'https://eai-lab.bknix.co.th/mailXX/’;

Mic
ACADEMY
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https://eai-lab.bknix.co.th/mailXX/'

0. ﬁﬂﬁgﬂ roundcube webmail (12)

11 webmail v

e Login LuanIwIenge S  thai@mailthaiog.in.th

e User: thai@mailthai99.in.th

e Pass: thaipass

Roundcube Webmail

e Login daniwlne

e User: Myg@aanu1e99.ng

e Pass: thaipass v

s  lnz@aaviune99.lns

Roundcube Webmail
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mailto:thai@mailthai99.in.th

0. ﬁﬂﬁg\‘l roundcube webmail (13)

WY identies

Settings =
Create Delete
— Preferences g <thai@mailthai99.in.th> .
— = @ Settings
Folders Display Name
B8 |dentities
Email l Ins@vanu99.Ins |

@ Responses
Organization

Contacts
0 ] Reply-To
Settings
Bce
Set default
Signature
2a)

LHINiC
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LUUsauaId

Lausuw\)UﬁJﬁms : UA DAY

ASWMJUIDLNALGSWIDOS

ksavsudwamuilng (EAI)
Setting up an Email Server with EAI Support

LUUUSELUAMUNIND L Workshop s

Y < | a6 v wv
WU DLaLgsnaslisassudan1w lng
(EAD

IUDIASH 23 LWwI8U 2567 17a1 9.00 - 16.00 U.
a1 1949 403 FU 4 19N USN1TABUNANDT UNIINYIAULNYRASAEANS

t.pakinsri@gmail.com Switch account & https://academy.thnic.or.th/EAI2024
Ca Not shared
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Trmic
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winvaya (1)

E-Learning

https://f:f{fﬂ Ine/courses/eai/

Setting up an Email Server with EAI Support on Ubuntu

Categories: EAI Course

195 UK Ubuntu
29LNanN1w Ny

ANsas1ed ALY

59495U EAl a9/

Watch on BB Youlube

About Course

mstnuBalawuiuszuudiua

Uszlusivovdiua mssBodiua musiunsaswdiuaBinnes msifousadalawududiwadinnns usnis
Swaloabiv

Sia vingiv dauunedidnvsaiing Ao I5nsuandsudonnuuuu@sia tussuudumasdiin
szuudwadaoivusudwaBinnes Sulstolawwiusiivun ...

E Wishlist

Start Learning

All Levels
4 hours Duration

May 4, 2022 Last Updated
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Wiavaya (2)

Ui 1 szuuBalawu scuvudiua wasimalulagmudutnosiicn

P | P = P < -
uni 1.1 a5vneaeszuuBalaiuu szuuiu Las sTuudiua ©)

© 111 szvuBolawuu (Domain Name System) 02:03
D 1.1.2. msisanudalawunuiulsea 03:15
2 1.1.3. msisnudalawunussuudiua 02:40

A “—> o A F= v a: ¢:‘ =1
uni 1.2 o5unsUssiauilaimnniinoinnstsuiusalaunasodiua uaslomaluns
BEolauunazodiwanmenu ©®

0 1.21. daywmiiifiaonmsisoudalaiuu 02:11

0 1.2.2. Jaymitieoinnstsousadiua 02:08

VN 2 AsMIvUUDYsEULda @

D 2.1 ovAlssnouuDdssuudllA 07:39

2 2.2 MsimvuuovsruuaLuAa 03:38

E-Learning

https://if%’ﬂ Ina/courses/eai/

unil 3 Msasssuudwaiaiuinmsdua @ A
D 3.1 MSasHULESNINDS 28:48 @
D 3.2 mswespuBsnnos (6o) 3316 @
O 3.3. MsiincusruusU-dvdiua 30.00 @
O 3.4. MsiinRvssuusU-Audiua 3024 ©
O 3.5 nsiincessuusaiudua 00:00 ©

Unil 4 MsUsuusvsEUUSaiiinlssEnsmwnsyity @ A
0 4.1 Usuuaansueudatgsnnons 2332 @
O 4.2 msUsuusvldsunsuaudiualiisossudiuaionulng 2619 @
0 4.3, msUiuwsvldsunsuarudwalisoviudiuagonulng (sd) 2246 @ \
© 4.4. msiinev Antivirus / Spam Filtering @ wsudiuaidsnings 2137 @

iC
NGEADEMY
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LiRIvaya (3)

Page

ANan19WAIUN EAI Mail Server uu Ubuntu 22

Mark this page for translation

Main Page Contents [hide]

Help 1 EAI Email Server
SR L e 1.1 Software.i'immmaau
_ 1.2 wnansiiedny
UA Implementation
$in.Ing (knows.in.th) 1.3 EEAI Workshop Authentication
UASG 2 nsanas EAl Email Server
2.1 @1 hostname
2.1.1 hldmuadasdae and root
2.1.2 swaaunainazas mail server Wiflunadduagn dsand
2.1.3 rimunia hostname uarasIIEBUAIBANES
2.1.4 wiinen hostname @idpanvdafinmuadresululva hosts
2.1.5 aaAawae Mail Server uazasvany
2.2 daein firewall
2.3 @513 SSL Cert
2.4 @ana MySQL, Postfix, Dovecot
2.5 dasin MySQL
2.5.1 @aen UTF8 iy mysql it IWsasiuntslng Tasdndrdaduaaslulwd mysald.cnf 16 [mysqld)
2.5.2 1 restart MySQL
2.5.3 Login 1169w MySQL Tan'l# password #as user root fildnasnlT
2.5.4 @ Database wiia18ifiudayasasnis1daw Email Server
2.5.5 a$e user wibnnimuadnsns 1 vidy eaimail database fiashsBusn

1 -V}
@uaﬂqﬁwmuq 2.5.6 asavapy user fasredulns Tan

2.5.7 asesnldiiuen domains, forwardings d@wiu forward Siwan s nslunsnsings, users s laashe mailbox

= : 5 - - L v d 2 e
https.//ﬂu 11/' EJ/% ﬂ/ 2.5.8 wiindaya Domain uay Email Account amenaingy uaznmening a6

2.5.9 fimwua Email flgrwngs Email Account munlng 1w forward 181 Email-Account mundangy asnnszuuliawisnashs mailbox iy nmnlinglé
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WinIvaya (4)

UaNITNUN

https:/au.lne/30/

2.2 adpnmun EAI Mail Server [edit]
yaiis THNIC la@nsuazanfiuniseu UA snausil 2560 uarlasumnuanudlunmsiannduwaidimined savindudiia

« giion1swmun EAl Mail Server uu Ubuntu 22 : ganan 2565

« giion1swmun EAl Mail Server uu Ubuntu 20 : unshan 2565

« giion1awmun EAl Mail Server uu CentOS 8 : waunan 2564

« gion1awmun EAl Mail Server uu CentOS 7 : sunnan 2561 (THNG2018)
o Msfinw3ne EAl : wnAdIneu 2560

;U » W - . - -l » W -
wanniigaladana vdo clip ga nMsimudwaiddied Msesfudwaniming

NSWAIUT Email Server TWsassudiuanisning (EAI Support ...

- yARaLIA ladaaunrmiannBwadues isesiudwdnning arhasu Iny
4 ui@eu.
Jun 3, 2564 BE - Uploaded by THNIC Foundation

www.youtube.com » watch

MSWRILT Email Server Tvisassudinanisnlng (EAI Support ...

yARaLIA ladaauntmiannBwadued isesiudwdnning arhagu Iny
@A
Jun 3, 2564 BE - Uploaded by THNIC Foundation

1 EAI Email Server (edit

"~ 1 - - & . w“ . - o
fiinflasarndunianaasuuaniuuInenisinas Email Server Iiawnsniuss email address nwlng w3a Email
. . . J - e J » - -~ .
Address Internationalization (EAI) Taa‘le Opensource Software iamignsnaunsa ldoula uasawnsminlunamnass

aala

1.1 Software NUININATDY  [edit]

1. Ubuntu 20.04.3 LTS [workshop virtualbox image &]
2. Postfix 3.4.13

3. Dovecot 2.3.7.2

4. MySQL 8.0.27

5. Roundcube 1.4.4 [a1nilnan®] [tar®]

1.2 Workshop Slide [@12% Wafa#] [edit)

1. [ van®)

1.3 EAI Workshop Authentication [edit] \

o [EAl Workshop ]
MiC

ACADEMY
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winavaya (5)

Hostname Port
mailthai57.in.th 22
Username Password
user eccccooe
Private Key Passphrase
Choose File | no file selected

Totp (time-based one-time password)

oo L

e] eai-lab.bknix.coth/webssh/?hostname=n

Ubuntu 20.04.°¢ TS (GNU/Linux 5. ¢

ation: https://help.ubuntu.com
nt: https:/, ndscape.canonical.

https://ubuntu.com/a

formation as

SCAN ME

memory

around.

an be applied
updates are -
e additional ug 2 S : apt list --upgradable

LEIMiC
ACGADEMY
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Thank You

FANIA N1ABUNIE
Operation & Support Manager, Thai Name Server Co.,Ltd.

titipong@thains.co.th, §§Wﬂﬁ@ﬂu.1wa
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