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29AUSENAUVIISTLUUDLUA

1. Mail User Agent (MUA)

e Webmail : roundcube webmail, squirrel webmail
e Mail Client : outlook, thunderbird, apple mail ...
2. Mail Submission Acent (MSA)
e Postfix, Exim
3. Mail Transfer Agent (MTA)
e Postfix, Zimbra, Exim
4.  Mail Deliver Acent (MDA)
e Dovecot, Cyrus-IMAP, Courier-IMAP

ACGEADEMY
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N1SNIIUVDITSUUDLUA
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1AS9851955UU EAl Mail Server

: Container '
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. (MySQL) (Ubuntu) (Roundcube) '
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' |
' |
' |
' |
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|
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55UU EAl Workshop (1)

Ubuntu 24.04 LTS
user: userxXxX

pass: userpass

VLAl
mailthai > <.in.th

MariaD

Postfix ariabB ANNEOLIN.th
/etc/postfix/main.cf User: root

/etc/postfix/master.cf SSL

Pass: <empty>

/etc/posthix/mysgl/mysgl-virtual domains.cf Jetc/ss\/orivate/mailthai.crt

/etc/postiix/mysgl/mysql-virtual forwardings.cf DB: eaimail

/etc/ss|/private/mailthai.ke
/etc/postiix/mysgl/mysgl-virtual mailboxes.cf Y

/etc/postfiix/mysgl/mysqgl-virtual_emailZemail.cf User: dbuser

Pass: dbuserpass Roundcube

User: thai@mailthaiX<.in.th
DB: roundcubemail

Dovecot Pass: thaipass
/etc/dovecot/dovecot.conf User: rcmail User: Img@anuune) ) ng
/etc/dovecot/dovecot-sgl.conf.ext Pass: rcmailpass Pass: thaipass

guomadougyaldbguoamsaunmaiovieng



55UU EAl Workshop (2)

N13619A1 DNS Server ¥adlaunIwing Lazn1w189ney
laLuu mailthai0l.in.th tag anuie0l.Ine
604800

i GRtCee ) o . . . IN SOA nsl.mailthai.in.th. root.xn--01-6qi@c9cg5dxc.xn--03cwdh. (
@ IN SOA nsl.mailthai.in.th. root.mailthai@l.in.th. ( 3 . Serial

3 + Serial 604800 Refresh

604800 ; Refresh 86400 ; Retry
2419200 ; Expire

86400 ; Retry 604800 ) Negative Cache TTL
2419200 Expire ;

604800 ) ; Negative Cache TTL ; name servers - NS records
IN NS nsl.mailthai.in.th.

; IN NS ns2.mailthai.in.th
; nhame servers - NS records

IN NS nsl.mailthai.in.th. s Lui. samunp0l. Inp
IN NS ns2.mailthai.in.th. IN MX 10  xn--y3ci3f4b.xn--01-6q10c9cg5dxc.xn-—03cwdh.

- - : : ; hame Sservers = A records
IN MX 16 mail.mailthai@l.in.th. nsl.mailthai.in.th. IN 10.0.0.53

ns2.mailthai.in.th. IN 10.0.0.54

;s name servers - A records 21.1

: - ; aanu w01, Iny
nSl'ma%lthan’ %n'th' IN A 10.0.0.53 xn--01-6qiBc9cg5dxc.xn--03cw4h. 10.0.0.101
ns2.mailthai.in.th. IN A 10.90.0.54 xn-—01-6qi0c9cg5dxc.xn--03cwah. "v=spfl a mx ~all"

mailthai®l.in.th. 1IN A 10.0.0.101 i tud. ammne0l. Ins |
mailthaifl.in.th IN TXT "v=spfl a mx ~all" xn--y3ci3f4b CNAME xn—01-6qi@c9cg5dxc.xn--03cwéh.
al s s . — ~

s 13U, sanue0l. Ine
mail IN CNAME mailthaif®l.in.th. Xn--r3cz4e3a CNAME xn—01-6q10c9cg5dxc.xn--03cwéh.

web IN CNAME mailthaifl.in.th. . yrwuanty. samuns0l. Ins
phpmyadmin IN CNAME  mailthai®l.in.th. xn--13ckwbd@e7au7i CNAME  xn—@1-6qi@c9cg5dxc. xn--o3cwah.|

guomsGuugyadbguumIsmuUnmaIeNIY Iy



http://mailthai01.in.th
http://01.xn--o3cw4h

55UU EAI Workshop (3)

vSwitch

10.0.0.101 10.0.0.104

Web Server mailthaiOl.in.th mailthaiO4.in.th
https://workshop.kon.in.th 10.0.0.102 10.0.0.105 o
mailthai02.in.th mailthai05.in.th
10.0.0.103 10.0.0.106
DNS Server N
10.0.0.53, 10.0.0.54
mailthai03.in.th mailthai06.in.th
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sEUUdaLlDIESBBUSaY (1)

191 webmail v

e Login BluanN11D9NgH &  thai@mailthai99.in.th

e User: thai@mailthai99.in.th

e Pass: <password>

Roundcube Webmail

e Login Blan1wlng

e User: mg@anniu1a99.lne

e Pass: <password> v

[~ |

r3

& lns@vannne99.lne

e User: Ima@xn-99-6qi0c9cg5dxc.xn—o3cwih.

e Pass: <password>

Roundcube Webmail

guomaSougyaiBguomsaunmaioviyny


mailto:thai@mailthai99.in.th

= =t & = Y
SYUUDLNALUDLATASYUTDY (2)

/ -~ | v = v
SU-d99Lua Aaedan1elnale

Settings 1
Create Delete
— Preferences BB <thai@mailthai99.in.th> .
- == @ Settings
@8 Folders Display Name
B8 |dentities
Email l Ins@vanu99.Ins |

@ Responses

Organization

Contacts
0 ] Reply-To
Settings
Bce
Set default
Signature
2a)

LHINiC
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nsunluTyeruase (1)

& C 0 8 thdomain.thnic.co.th

1. e h

dan:tusulalvu

ANELUYUTD LA LU ULUL

Y a = o & omaiisulamn
AURbIUSNISNaUnsaly Q

EJ fisziduanulay Aurilawu

USNsvalatuun I ngla Q msvons

AUYinZa Tawuns Ing .th Naasns *

AAVNIY Q Auvde Tawu

AUYINTD TaunIEIIng . .th NABINNS

mailthai.in.th

N35! 9N T Tawunis ng lng

WINVINE ]

A
NNIAY ANBTINLIBN . .
5185 mailthai.in.th sansifiay Tawui
20KV19.Ing
. 1NE15UsENBY

#e Tatuun1s B2:860:00

ng.th +.inth + B8oo

Ins

© .inth+.Ins Bsoo usSMsTHU! Balawuwsiisw “muilne.th”

. - . -l [ . -
coth + gane.lng B300 (Thai IDN.th) wWaaon:1oguunadtus:uulum

2an:108U “Muilne.th” solawunivilngs:aun 2

ac.th+.d@nw.lns B300 sHa th
" wiAuAIsssuLlou B 800 2 nuna B 2,800
. . + - . S ‘. . °
go-th 00 wSouwdonuBolawukudaKY .inth ua: Tne
Sguna.lng
(+66)0 2105 4007 .or.th + $800 * fuszUULUAN KSD S:UUNQADUNMISDAN:LTYULUUTHL qma:Iﬁ§u3a101uun1u
B9Ans. Ing Undrinaruoan:idsulus:e:i Tass:uuludoslidonadomsidoiuiolauuyao
N ANl
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nsunluTyeruase (2)

2. U3113 hosting
e LA9AUSNNT hosting d115U email Lagtany

¢ N15@519BARBSLY storage 1N WINLEBN web hosting Un#s1ANazABUU19E

e 139NYUSNNS cloud 7N589SUNISTIN email server
dl v a Y a = < dl’ < 9 aV Y Y A 1
o WRINRRUA port IusNBauaIs1sNETe1RTduavnlignlanalande §lAuInis cloud UGS

lloygAlvivin email server

Mic
ACADEMY
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nsunldTyeruse (3)

3.  DNS server
I I a Y a .
o d@ulugiluusnisvelnuinig hosting

o L3INBIRIIFUINTG hosting WuLTANTI Feintiuliisdanislaes

e FRIAINITONIAN A, MX, TXT Record tunulsila disgnawu kon.in.th, A lne

"V
VU AN

o A Record wnow Walvsvalaulunvuneiaylan

;; ANSWER SECTION: i i ANSWER SECTION:
kon.in.th. 203.159.70.228 Au.ino. 300 IN 203.159.70.228

1+ ANSWER SECTION:

. . ;» ANSWER SECTION:
maill.kon.in.th. 203.159.70.227

INRe.AY. Iny. 3600 IN A 203.159.70.227

o MX Record waaw e lsuaiuisasualuaann Mail Server tasa1aula

;7 ANSWER SECTION:
kon.in.th. 3600 IN MX 10 maill.kon.in.th
kon.in.th. 3600 IN MX 20 mail2.kon.in.th

e TXT Record #aw LaInN15903 spam mail

1+ ANSWER SECTION:

7+ ANSWER SECTION:
au. Ins. 3600 IN 10 (ufe.AY. Iny.

Au. Ins. 3600 IN 20 (ufw.nAu. Iny.

;1 ANSWER SECTION: P
au. lne. 3600 IN wy=spfl a mx ~all® I ’
ACADEMY
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kon.in.th. 3600 IN "v=spfl a mx ~all"




ANUANNY wazANUUUEIUAY (Email Security/Privacy)

1. Email Security dauaszuusinsiisianistestusuuuumslauilaeialuiisdesiuilionus Suignswse
+  Fraud Email Swafidefedlismdua iievasnaidlianaiiu
+  Phishing Email Buaidsfedlianudiua evasnaladoyadius
e Malware Email 8iuafidlslusinssy Lﬁ@lﬁmar}ﬁ%ﬂm WU ransomeware, spyware
+  Account Takeover MU wesdiua tesudeyadiusniluldn
+  Email Interception mMssndudionasenintems wiealusdeyavealdm

Fasransatesiulanainransis

e N1 config SEUUBLALAYANTNIANUABANY
. N3AARY antivirus / spamfiltering

e N15 backup STUUBLUA

e N1597NNS firewall

guomadougyaidbguoansaunmaiovioing



ANUANNY wazANUUUEIUAY (Email Security/Privacy)

2. Email Privacy gauassuusasmilsiannuludiudiivesgltaussuudwa tnaanizlulagiun PDPA &
Jamu e

) o34 Y Vv

o« JoyadAgy AaslnsunsUseu

v

¥
v/ Q I

o UayadAny AealasunNstudumauIINeEasSUNaUILWNDURANULA

1
Vy Y

o ldaunsansvaaulaIBuagnadSuNgnaamsaly

V

o ldmsdsldvayavunlugvive aveyanilumnuauniudwanliiniswngia vseluwisvalng

o fosrlvillonmuneailndial auliaiunsanuauiiulaen

Fa51a1u150UnuUlara naeds

e Transport level encryption - n15UsAUIGIUBLIE TSL (SSL)
e End to end encryption - 1514 OpenPGP ilansHatanuludie
e Architectural impact - N1589nLUUTEUUINT895U email client / webmail
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Workshop
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https:.//www.kon.in.th/download/EAl Training 2024.pdf
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1. NNSAINLAIBULATDY Server (1)

Y ) v . ] o
o WN1BIIU container ABAES

S docker exec -it hostXX bash

e NINUATYD hostname LAZASIVEDUALATE

S nano /etc/hostname

e (523d3U hostname AYAES

$ hostname

Ubuntu Server
User: user

Pass: userpass

shogslawuiilaly workshop &
Mailthai99.in.th

ANU1899. e

Giric
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1. NN5AINLNBULATDY Server (2)

e LAUAT hostname FaLA8NUTINANUAVI9AULLULNG hosts

$ nano /etc/hosts progalatunlylu workshop 1

mailthai99.in.th

A19819 10.0.0.199 mail.mailthai?9.in.th INNU1899. e

127.0.0.1 localhost mail.mailthai99.in.th
10.0.0.199 localhost mail.mailthai99.in. th Workshop I= address

s:1 ip6-localhost ip6-loopback 10.0.0.199

fe00::0 ip6-localnet
£f£f00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
f£f02::2 ip6-allrouters

r
QLA

ACADEMY

guomsougyadsguomsaunmaiavioing



1. NNSAINLAIBULATDY Server (3)

2
/

e HNATLIANVDY Host LLlazfsiadau

S tzselect

S date

2567 14:35:27 +07

réot@mail;/#

Giic
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2. 158519 SSL Cert §1%15U Mail Server (1)

o LJUTURDUNITESY SSL dusuldarunulusunsy Dovecot way Postfix

e @519 SSL vi9nua 2 tnalawn

O mailthaixXX.key
O mailthaixXX.crt

FID819 WY mailthai®9.key, mailthai®9.crt

guomaFougyailigumsaunmaioniy



2. 158519 SSL Cert §1%15U Mail Server (2)

e 574 private key

$ cd /etc/ss/private
$ openssl reqg -new -x509 -days 365 -nodes -newkey rsa:2048 -keyout mailthaiXX.key -out
mailthaixXX.crt -subj "/C=TH/ST=Bangkok/L=Dusit/O=EAI/OU=IT/CN=mail.mailthaiXX.in.th"

e M57360U key N&319VU

S s

mailthai99.crt mailthai99.key

guomadougyaidbguoansaunmaiovioing


http://mail.mailthaiXX.in.th

3. N15ANMY MariaDB, Postfix waz Dovecot (1)

e HNAY MariaDB, Postfix wag Dovecot wag packet N31JuansU email sever

S apt -y install postfix postfix-mysql

S apt -y install dovecot-core dovecot-mysqgl dovecot-imapd dovecot-pop3d dovecot-lmtpd

S apt -y install mariadb-server

. él’ﬂ start service U849 MariaDB, Postfix ttay Dovecot
S service mariadb start
S service postfix start

S service dovecot start

ACGCADEMY
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3. NSANAY MariaDB, Postfix waz Dovecot (2)

. @amuzﬁwﬂwaa MariaDB, Postfix a2 Dovecot

root@mail:/# service mariadb status
* /usr/bin/mariadb-admin Ver 10.0 Distrib 10.11.8-MariaDB, for debian-linux-gnu on x86 64
Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Server version 10.11.8-MariaDB-0ubuntu0.24.04.1
Protocol version 10
Connection Localhost via UNIX socket
NIX socket /run/mysqld/mysqld.sock
i 3 hours 17 min 23 sec

: 1 OQuestions: 101 Slow queries: 0 Opens: 36 Open tables: 29 Queries per second avg: 0.008

root@mail:/# |[service postfix status
* postfix is running

root@mail:/# |}

root@mail:/# |[service postfix status
* postfix is running

root@mail:/# |}

LEINic

ACADEMY
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4. é’?ﬂﬁﬂ MariaDB (1)

. f9A1 UTF8 T9iu MariaDB tiveliisassuniuiine Tnaiudidediuarsaslulng mysqld.cnf 18 [mysql
$ nano /etc/mysql/mariadb.conf.d/50-server.cnf

[mysqgld]
Y>9 [mysqld]

character-set-server = utf8mba character-set-server = utf8mb4

collation-server = utf8mb4 unicode ci
skip-character-set-client-handshake

collation-server = utf8mb4 unicode ci

skip-character-set-client-handshake

. é"\‘l restart MariaDB

$ service mariadb restart

£

e
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4. {;lgﬁﬂ"] MariaDB (2)

Database: eaimail

domain Source destination
mailthai < <.in.th
Ins@aavine O Ins thai@mailthaix<.in.th
AN Ing
Xxn--xXX-6qi0c9cg5dxc.xn--o3cw4h lna@xn--XX-6qi0c9cg5dxc.xn--03cw4h (thai@mailthaiXX.in.th

email password

thai@mailthaiX C.in.th $6$7GQtdsDwSjzB7EAM$0.W6ZBcGEyIrQMHKV1j7PZd/6EPoXAY CINhxxs3V2mG/
o NrHKDsycOTWwETniwl90/0UeQkgBTS5KPfNkDUb8hk/

$6$7GQtdsDwSjzB7EAM$0.W6ZBcGEyIrQMHKv1j7PZd/6EPoXAY CINhxxs3V2mG/

Ins@vanane i lna NrHKDsycOTWwETniwl90/0UeQkgBT5KPfNKkDUb8hk/

3

Tna@xn--XX-6qgi0c9cg5dxc.xn-- $6$7GQtdsDwSjzB7EAM$0.W6ZBcGEyIrQMHKv1j7PZd/6EPoXAY CINhxxs3V2mG/
o3cw4h NrHKDsycOTWWwETniwl90/0UeQkgBT5KPfNkDUb8hk/

e




4. ﬁgﬂﬁ’] MariaDB (3)

e Login W lY9u MySQL LaeTly password Va4 user root ﬁlﬁﬁ\‘lﬁ'ﬂ’f

S mysqgl -u root -p # pass:<enter>

o @319 Database taldinutayavain13lyaru Email Server

mysql> CREATE DATABASE eaimail CHARACTER SET utf8mb4 COLLATE utf8mb4 unicode_ci;

Query OK, 1 row affected (0.04 sec)

mysql> USE eaimail;

Database changed

Giic
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4. ﬁgﬁﬁ'} MariaDB (4)

e @SN user WSAUNIVUAANTNIS [NULANU eaimail database NAS1IVULUN

mysql> CREATE USER dbuser@localhost IDENTIFIED BY 'dbuserpass’;
mysql> GRANT SELECT, INSERT, UPDATE, DELETE ON eaimail.* TO dbuser@localhost;
mysql> FLUSH PRIVILEGES;

Query OK, 1 row affected (0.04 sec)

e  §579d8U user NAs19VULULAY

mysqgl> SHOW GRANTS FOR dbuser@localhost;

2 rows in set (0.01 sec) \ \T’/-’”ic

ACADEMY
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4. é’?\‘iﬁ'} MariaDB (5)

e #519m151918AUA domains, forwardings 115U forward dwan1ulngluniwidengw,

users LNa 198519 mailbox

mysql> CREATE

ABLE domains (domain varchar(256) NOT NULL, PRIMARY KEY (domain));

mysql> CREATE TABLE forwardings (source varchar(256) NOT NULL, destination varchar(256) NOT
NULL, PRIMARY KEY (source));

mysql> CREATE TABLE users (email varchar(256) NOT NULL, password varchar(256) NOT NULL,
PRIMARY KEY (email));

Query OK, 1 row affected (0.04 sec)

£

e
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4. é’?ﬁﬂl'] MariaDB (6)

a 4 . o 3 o/ = a 24
° bLNUYUA Domain Lag Email Account N94N1E189N4E wazn w1 lng ey lyeu

mysql> INSERT INTO domains (domain) VALUES (‘mailthaix<.in.th");
mysql> INSERT INTO domains (domain) VALUES (‘aauuiex<Ing");
mysql> INSERT INTO domains (domain) VALUES ('xn--xXX-6qi0c9cg5dxc.xn--03cw4h');

mysql> INSERT INTO users (email, password)

VALUES (‘thai@mailthaix<.in.th', '$6$7GQtdsDwSjzB7EAMS$0.W6ZBcGEylrQMHKv1j7PZd/
6EPOXAYCINhxxs3V2mG/NrHKDsycOTWWETniwl90/0UeQkgBT5KPfNkDUb8hk/');

mysql> INSERT INTO users (email, password)

VALUES (‘lna@annunax . lne', '$6$7GQtdsDwSjzBTEAM$0.W6ZBcGEylrQMHKv1j7PZd/
6EPOXAYCINhxxs3V2mG/NrHKDsycOTWWETniwl90/0OUeQkgBT5KPfNkDUb8hk/");

mysql> INSERT INTO users (email, password)

VALUES (‘lna@xn--xx-6qi0c9cg5dxc.xn—-o3cwah', '$6$7GQtdsDwSjzBTEAM$0.W6ZBcGEylrQMHKV1j7PZc
6EPOXAYCINhxxs3V2mG/NrHKDsycOTWWETniwl90/0UeQkgBT5KPfNkDUb8hk/');

guomadougyaidbguoansaunmaiovioing



4. ﬁg\‘iﬁﬂ MariaDB (7)

e  N1%UA Email NUIU189 Email Account nwlneg % forward 101 Email-Account AM&@129nE LD

syuulianuisasasie mailbox Wu arwlngla

mysql> INSERT INTO forwardings (source,destination)
VALUES ("lna@anunsnexx.Ing', thai@mailthaixXX.in.th");
mysql> INSERT INTO forwardings (source,destination)
VALUES ('11/18@xn——XX—éqiOc9cg5dxc.xn——03cw4h','thai@mailthaiXX.in.th');

mysql> quit;

guomsdougyailiguomsaunmaionie e



5. $9An Postfix (1)

. a519lWd config Wauraszning Postfix was MySQL

e mysqgl-virtual domains.cf

a519I0a script WieludususenaAl domain 210 DB

e mysql-virtual forwardings.cf

a519M8 script Livalgd@nsu forward email

e mysqgl-virtual mailboxes.ct

851908 script Livaldd@nsu @519 mailbox wagly login

e mysqgl-virtual emailZzemail.cf

a519lna script Wialid@nsu dwme email Rauun LUE smtp server 8 F9lglunsain host 1w IP Ad

Mic
ACADEMY
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5. 9A" Postfix (2)

e @519lWa script iwalyd1msusenaA1 domain 310 Database

$ nano /etc/postfix/mysgl/mysqgl-virtual domains.cf

ser = dbuser
password = dbuserpass
= eaimail

SELECT domain FROM domains WHERE domain='%s’
127.0.0.1

o @519lWa script alyd1su forward email

$ nano /etc/postfix/mysql/mysqgl-virtual forwardings.cf

ser = dbuser
password = dbuserpass
= eaimail

SELECT destination FROM forwardings WHERE source='$s'
127.0.0.1

guomsougyadsguomsaunmaiavioing



5. 9A" Postfix (3)

o @57°908 script alya11su d519 mailbox wazly login

$ nano /etc/postfix/mysql/mysgl-virtual mailboxes.cf

ser = dbuser
password = dbuserpass
= eaimail
ELECT CONCAT(SUBSTRING INDEX(email,'@',-1),'/',SUBSTRING INDEX(email,'@',1),'/') FROM users WHERE email='%s'
27.0.0.1

e @3519l04 script walddnsu desa email Navun TUge smtp server du Yalglunsain host WWu IP Address

$ nano /etc/postfix/mysgl/mysqgl-virtual email2email.cf

r
QLA

ACADEMY
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5. 9A" Postfix (4)

o a cg Y v o A Y cg
e  NINUARNS LANU script N&E5193U

S chmod 640 /etc/postfix/mysgl/mysqgl-virtual *.cf && chgrp postfix /etc/postfix/mysgl/mysql-

virtual *.cf

root postfix 124 Jan 14 22:11 mysql-virtual domains.cf
root postfix 120 Jan 14 22:17 mysql-virtual email2email.cf

root postfix 133 Jan 14 22:15 mysqgl-virtual forwardings.cf
root postfix 190 Jan 14 22:15 mysqgl-virtual mailboxes.cf

e @379 user vmail @MU/ WYY Mmailbox
S groupadd -g 5000 vmail

S useradd -¢ vmail -u 5000 vmail -d /home/vmail -m

Giic

guemadougyaidbguomsaunmaiovieing




5. $9An Postfix (5)

. config NMSYIN9IUVBS postfix §28A1Ee postconf (ArdsiiazluuAlvlng "/etc/postfix/main.cf")
S postconf "myhostname=mail.mailthaixXX.in.th"
$ postconf "mydomain=mailthaiXX.in.th"
$ postconf "virtual_alias_domains=aaunu1aXxX.ng"
$ postconf "smtpd _tls_cert_file=/etc/ssl/private/mailthaixXX.crt"
S postconf "smtpd _tls_key file=/etc/ssl/private/mailthaixXX.key"
$ postconf "myorigin=\$mydomain"
$ postconf "inet interfaces=all"
$ postconf "inet protocols=ipva4"
$ postconf "mydestination=mail.\Smydomain"

$ postconf "mynetworks=10.0.0.0/24 127.0.0.0/8"

guemsGeugyadsgua smunmaiavie ny



5. 39A1 Postfix (6)

. config NMS¥N9IUVBS posthix 88AEe postconf (FrdsiazluuAlulng "/etc/postfix/main.cf") (o)
$ postconf "smtpd sasl auth enable=yes"
$ postconf "smtpd sasl type=dovecot”
$ postconf "smtpd sasl path=private/auth"
$ postconf "smtpd sasl authenticated header=yes"
S postconf "broken sasl auth clients=yes"
$ postconf "smtpd use tls=yes"
S postconf "smtpd recipient restrictions=permit _mynetworks, permit sasl authenticated,
reject unauth_destination”
$ postconf "smtpd tls auth only=yes"
$ postconf "smtpd tls loglevel=1"

$ postconf "virtual mailbox base=/home/vmail”

guomadougyaidbguoansaunmaiovioing



5. $9A" Postfix (7)

e config NINNIUVDY postfix BLLAR postconf (ﬁﬁgﬁﬁ%‘lﬂuf’ﬂ?ﬂ%lé "/etc/postfix/main.cf") (fa

S postconf "virtual mailbox maps=proxy:mysql:/etc/postfix’ mysgl/mysql-virtual _mailboxes.cf"

S postconf "virtual mailbox domains=proxy:mysqgl./etc/postfix/mysql/mysql-virtual domains.cf"

S postconf "virtual alias _maps=proxy:mysqgl./etc/postfix/mysql/mysql-virtual forwardings.cf, mysql:/
etc/postfix/ mysql/mysqgl-virtual email2email.cf"

$ postconf "virtual uid maps=static:5000"

$ postconf "virtual gid maps=static:5000"

$ postconf "virtual transport=dovecot”

S postconf "proxy read maps=\Slocal recipient maps \Smydestination \Svirtual alias maps \
Svirtual_alias_domains \Svirtual _mailbox_maps \Svirtual _mailbox domains \Srelay recipient_maps

\Srelay domains \Scanonical maps \$sender canonical maps \Srecipient canonical maps \

Srelocated maps \Stransport maps \Smynetworks"

guomadougyaidbguoansaunmaiovioing



5. $9A" Postfix (8)

. config NM5¥191UV84 postfix A18ANES postconf (Ardsiazlundlylng "etc/postfix/main.cf") (s
$ postconf "smtputf8 enable=yes"

$ postconf "maillog_file=/var/log/mail.log"

ACGCADEMY
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5. ﬁgﬂﬂlﬂ Postfix (9)

Y o @
e M3IIEDUNIT config postfix ABATE

$ postconf -n

broken sasl auth clients = yes

ommand directory = /usr/sbin
ompatibility level = 2

daemon directory = /usr/lib/postfix/sbin
data_directory = /var/lib/postfix
debugger command = PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin ddd $daemon_directory
/$process name $process id & sleep 5
html directory = null

inet interfaces = all

inet protocols = ipv4

nailg path = null

nanpage directory = null

srlmandsnadtsan = TAamalhAaod TamaThAacnd: TAamaTldAamasn

‘domain = mailthai99.in. éh
hostname = mail.mailthai99.in.th

uyucl.wuxna — .LLI U U &
= $mydomain
newaliases_path = null
proxy read maps = $local recipient maps $mydestination $virtual alias maps $virtual alias
domains $virtual mailbox maps $virtual mailbox domains $relay recipient maps $relay doma
ins $canonical maps $sender canonical maps $recipient canonical maps $relocated maps $tra
nsport_maps $mynetworks
readme directory =
sample directory = null
sendmail path = null
setgid_group = postdrop

shlib directory =
smtpd banner = $myhostname ESMTP $mail name (Ubuntu)
= permit mynetworks, permit sasl authenticated, reject unaut

smtpd recipient restrictions
h destination
smtpd sasl auth enable = yes
smtpd sasl authenticated header = yes
smtpd sasl path = private/auth
smtpd sasl type = dovecot
smtpd tls auth only = yes
smtpd_tls cert_file = /etc/ssl/private/mailthai99.crt
smtpd_tls_key file = /etc/ssl/private/mailthai99.key
smtpd _tls loglevel = 1
smtpd use tls = yes
smtputf8 enable = yes
1nknnwn_1nna]_raniginnt_rejent_nnde =
virtual alias domains = aanu899. Iny
irtual alias maps = proxy:mysql:/etc/postfix/mysql-virtual forwardings.cf, mysql:/etc/po
stfix/mysql-virtual email2email.cf
irtual gid maps = static:5000
irtual mailbox base = /home/vmail
irtual mailbox domains = proxy:mysql:/etc/postfix/mysql-virtual domains.cf
1rtual mailbox . _maps = proxy:mysql:/etc/postfix/mysql-virtual mailboxes.cf

irtual _transport = dovecot

irtual uid maps = static:5000
& [€ADEMY
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5. 39A1 Postfix (10)

e config NSN1NUVDY postfix AEANAS postconf (ﬁ’]&‘ﬁﬁ]ﬂﬂ&fﬂﬂﬂé “/etc/postfix/master.cf")
S postconf -M smtps/inet="smtps inet n - - - - smtpd" && \
$ postconf -P "smtps/inet/syslog name=postfix/smtps" && \
$ postconf -P "smtps/inet/smtpd tls wrappermode=yes" && \
$ postconf -P "smtps/inet/smtpd sasl auth enable=yes" && \
S postconf -P "smtps/inet/smtpd client restrictions=permit_sasl authenticated,reject” && \
S postconf -P "smtps/inet/smtpd relay restrictions=permit sasl authenticated,reject” && \
S postconf -P "smtps/inet/milter macro daemon name=ORIGINATING" && \
$ postconf -vM dovecot/unix="dovecot unix - n n - - pipe flags=DRhu

user=vmail:vmail argv=/usr/lib/dovecot/deliver -f \S{sender} -d \S${recipient}”

guomadougyaidbguoansaunmaiovioing



5. 9A" Postfix (11)

Y o @
e F3296UNIT config postfix NUAF

S postconf -M

inet n -
syslog name=postfix/smtps
smtpd tls wrappermode=yes
smtpd sasl auth enable=yes

smtpd client restrictions=permit sasl authenticated,reject
smtpd relay restrictions=permit sasl authenticated,reject
milter macro daemon name=0RIGINATING
Hovecot unix - n n - - pipe flags=DRhu
user=vmail:vmail argv=/usr/lib/dovelsot/deliver -f ${sender} -d ${recipient}

C gﬁ Restart Postfix

S service postfix restart

guomsougyadsguomsaunmaiavieing



6. 3A1 Dovecot (1)

e 519 script el dovecot THeunu SOL fisalan1nuanauniil

$ nano /etc/dovecot/dovecot-sgl.conf.ext

driver = mysql

onnect = host=127.0.0.1 dbname=eaimail user=dbuser password=dbuserpass
default pass scheme = SHA512-CRYPT
password query = SELECT email as user, password FROM users WHERE email='%u';

0 a &£ v a Y
o MUUARNTBYYIN A user Naglu dovecot group THau

S chmod 640 /etc/dovecot/dovecot-sql.conf.ext && chgrp dovecot /etc/dovecot/dovecot-sgl.conf.ext

S A o 1 root dovecot 199 Jan 14 23:02 dovecot-sgl.conf.ext

Giric

ACADEMY
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6. #3A Dovecot (2)

 Backup lWa dovecot.conf taulanau
$ mv /etc/dovecot/dovecot.conf /etc/dovecot/dovecot.conf-backup
. uilalng "/etc/dovecot/dovecot.conf" funisldAndenudiuans

$ nano /etc/dovecot/dovecot.conf

protocols = imap pop3 lmtp protocol lda { .
log path = /var/log/dovecot.log log_path = /var/log/dovecot-deliver.log
log_timestamp = "gy-sm-%d $H:%M:%S" auth socket path = /var/run/dovecot/auth-master

mail location = maildir:/home/vmail/$d/$n/Maildir postmaster_address = postmasterémailthai30.in.th
: }

ssl cert = </etc/ssl/pyivate/méilthgiso.crt protocol pop3 {
ssl key = </etc/ssl/private/mailthai50.key pop3 uidl format = $08Xu%08Xv
ssl_cipher list = ALL:!LOW:!S5SLvZ:!EXP:!aNULL pop3_client_workarounds = outlook-no-nuls oe-ns-eoh
auth mechanisms = plain login
namespace { passdb {
type = private driver = sql
separator = . args = /etc/dovecot/dovecot-sql.conf.ext
prefix = INBOX. }

: B userdb {
inbox yes driver = static

args = uid=5000 gid=5000 home=/home/vmail/%$d/%n allow all users=yes

auth { }
unix listener auth-master ({ service stats {
mode 0600 unix listener stats-reader ({
user vmail user = vmail
} group = vmail
unix_listener /var/spool/postfix/private/auth { mode = 0660
mode = 0666 }

unix listener stats-writer {
user = vmail

group = postfix o = w11
1}18er = root mode = 0660 K I
’@-’A‘DEMY

guoMSTUFy B guoRIsIUNmATEVIY Y

user postfix

auth-worker {
user = root




6. 3A1 Dovecot (3)

e WAlY permission file

$ touch /var/log/dovecot-deliver.log

$ chown vmail:vmail /var/log/dovecot-deliver.log

e &4 restart dovecot

S service dovecot restart

ACGCADEMY
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7. NAEdUNISVINGIULVBY Email Server (1)

* VIAHEU imap ABATEN telnet AR Ctrl+] Wazauee g Weosn
S telnet localhost imap

rYing 127.0.0.1...
onnected to localhost.
Escape character is '"]'.

* OK [CAPABILITY IMAP4revl SASL-IR LOGIN-REFERRALS ID ENABLE IDLE LITERAL+ STARTTLS AUTH=F
AIN AUTH=LOGIN] Dovecot (Ubuntu) ready.

e NAFIU smtp AWAHY telnet

S telnet localhost smtp rying 127.0.0.1...
onnected to localhost.

Escape character is '"]’'.

220 mail.mailthai99.in.th ESMTP Postfix (Ubuntu)
2hlo localhost

250-mail.mailthai99.in.th

250-PIPELINING

250-SIZE 10240000

250-STARTTLS

250-ENHANCEDSTATUSCODES
250-8BITMIME & ’ ’I ’lc

250-DSN =
250-SMTPUTFS CADEMY
250 CHUNKING g{ur/;) 1550 'nyn 110 g{url;mefm naadevio o




7. NAEdUNISVINGIUVBY Email Server (2)

. VAFBUNITEY email FAE telnet
S telnet localhost smtp
ehlo localhost
MAIL FROM: thai@mailthai99.in.th
RCPT TO: thai@mailthail00.in.th
data
Subject: test mailthai99.in.th to mailthai100.in.th

test

guomaFougyailigumsaunmaioniy



7. NAEdUNISVINGIUVBY Email Server (3)

.  VAEDUNISES email 28R telnet
S telnet localhost smtp

ehlo localhost

MAIL FROM: lne@annu1899.lne SMTPUTFS
RCPT TO: lns@annuia100.lne

data
Subject: test mailthai99.in.th to mailthai100.in.th

test

guomaFougyailigumsaunmaioniy



7. NAEdUNISVINGIUVBY Email Server (4)

. VAFBUNITEY email FAE telnet
S telnet localhost smtp
ehlo localhost
MAIL FROM: thai@mailthai99.in.th
RCPT TO: titipong@kon.in.th
data
Subject: test mailthai99.in.th to titipong@kon.in.th
test

guomaFougyailigumsaunmaioniy



7. NAEdUNISVINGIUVBY Email Server (5)

.  VAEDUNISES email 28R telnet
S telnet localhost smtp

ehlo localhost

MAIL FROM: na@anunune99.lne SMTPUTFS

RCPT TO: gansd@au.lng

data

Subject: test mailthai99.in.th to titipong@kon.in.th
test

guomaFougyailigumsaunmaioniy



7. NAEdUNISVINGIULVBY Email Server (6)

e M52980U log VaIN1589 Email : /var/log/mail.log @93zlanNanIuaIuans

$ tail -f /var/log/mail.log

Jan 14 23:43:53 mail postfix/smtpd[38198]: connect from localhost[127.0.0.1]

Jan 14 23:44:34 mail postfix/smtpd[38198]: E3C5E80025: client=localhost[127.0.0.1]

Jan 14 23:45:02 mail postfix/cleanup[38201]: E3C5E80025: message-id=<20220114164434.E3C5E
80025€mail.mailthaill2.in.th>

Jan 14 23:45:02 mail postfix/qgmgr[38075]: E3C5E80025: from=<thaifmailthai99.in.th>, size=
382, nrcpt=1 (queue active)

Jan 14 23:45:02 mail postfix/pipe[38203]: E3C5E80025: to=<thaifmailthaill2.in.th>, relay=
dovecot, delay=46, delays=46/0.02/0/0.05, dsn=2.0.0, status=sent (delivered via dovecot s
ervice)

Jan 14 23:45:02 mail postfix/qgmgr[38075]: E3C5E80025: removed

Jan 14 23:46:15 mail postfix/smtpd[38198]: connect from localhost[127.0.0.1]

Jan 14 23:46:49 mail postfix/trivial-rewrite[38200]: warning: do not list domain aanunwll
2.lny in BOTH virtual alias domains and virtual mailbox domains

Jan 14 23:46:49 mail postfix/smtpd[38198]: B7B5680025: client=localhost[127.0.0.1]

Jan 14 23:47:04 mail postfix/cleanup[38363]: B7B5680025: message-id=<20220114164649.B7B56
80025€@mail.mailthaill2.in.th>

Jan 14 23:47:04 mail postfix/qmgr[38075]: B7B5680025: from=<lns@aanunu99.1lne>, size=398,
nrcpt=1 (queue active)

Jan 14 23:47:04 mail postfix/pipe[38364]: B7B5680025: to=<thai@mailthaill2.in.th>, orig t
o=<Ins@aanuell2.Ins>, relay=dovecot, delay=20, delays=20/0.04/0/0.03, dsn=2.0.0, status=

sent (delivered via dovecot service) o
Jan 14 23:47:04 mail postfix/qmgr[38075]: B7B5680025: removed L N - [ I
ACADEMY
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7. NAEdUNISVNGIULVBY Email Server (7)

e M52380YU log YBY dovecot : /home/vmail/dovecot-deliver.log @9azlanNanIuAIU&a

$ tail -f /home/vmail/dovecot-deliver.log

2022-01-14 23:38:141da(vmail)<38095><68cFGvam4WHP1AAA(Q0J78UA>: Info: msgid=<7170528b0c05e7c£33568660£f
d439465€xn--111-5k18cldhd4e2c.xn--03cwdh>: saved mail to INBOX

2022-01-14 23:45:021da(vmail)<38204><IQ3JHO604WEBS81QAA0J78UA>: Info: msgid=<20220114164434.E3C5E80025
@mail.mailthaill2.in.th>: saved mail to INBOX

2022-01-14 23:47:041da(vmail)<38365><Y261Lwip4WHA1QAAO0J78UA>: Info: msgid=<20220114164649.B7B5680025
@mail.mailthaill2.in.th>: saved mail to INBOX

e  M52988U Mmailbox LWalN155Ud9-d9 Email 32d5193ulne dovecot F9azlananIufn19819
$ cd /home/vmailVmailthaiXX.in.th/Maildir
S find

./cur

. /dovecot-uidvalidity.6lela6f6
. /dovecot-uidvalidity

. /dovecot-uidlist

. /dovecot.index.log
./maildirfolder

. /dovecot.index.cache

£
LM C

NEADEMY

./new/1642178294 .M435868P38095.mail.mailthaill2.in.th,S=1121,W=1144
./new/1642178824.M799278P38365.mail.mailthaill2.in.th,S=482,W=493
./new/1642178702.M516238P38204.mail.mailthaill2.in.th,S=447,W=458
./dovecot.list.index.log guomsFuugyaidigusamsmunmaioniy e



http://mailthaiXX.in.th/Maildir

8.laneg

1. ddan vy A1w199ng U thai@mailthai0l.in.th wag We@annie0l.lney
(MUNTNAEDUYD 8. NAFDUNITNIIUYBY Email Server (2) / 8. nadaun15NI19I1uY8d9 Email Server (3)

¢ 9 - WIWENA 9@ UnANWI 31N mail server

2. NNIDALDIBWAN NG Lazn1w199ng e @919 thai@mailthai0l.in.th

e« B - WINEANa 9@ UNANYI 27N mail server

ACGEADEMY
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mailto:thai@mailthai01.in.th
mailto:thai@mailthai01.in.th

0. ﬁﬂﬁ?ﬂ roundcube webmail (1)

AARS apache php

e Tdimnds apt aﬂé?a php, php library e apache web server

S apt -y install apache2 php php-imap php-imagick php-json php-xml php-mbstring php-pear
intl php-ldap php-¢d php-zip php-mysgl php-curl php-bz2 php-smp phpmyadmin

o l%ANd4 start service apache wag php

S service apache? start

e  ASIVEDVENIULNITNINIUYDY apache

S service apache?2 status

ACGCADEMY
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9. AiNMY roundcube webmail (2)

Vv
%4

M9A1 php

¢ H4A1 timezone

[Date]
; Defines the default Fimezone used by the date functions

; http://php.net/date.timezone

date.timezone = Asia/Bangkok .
username=rcmail

AR MySQL Database password=rcmailpass

. W’]Q o .
#3149 database roundcubemail database=roundcubemail

$ mysqgl -u root -p
mysql> CREATE DATABASE roundcubemail CHARACTER SET utf8mb4 COLLATE utf8mb4 unicode ci;

mysql> CREATE USER rcmail@localhost IDENTIFIED BY ‘rcmailpass’ ;

mysql> GRANT ALL PRIVILEGES ON roundcubemail.* TO rcmail@localhost; ’
mysqgl> FLUSH PRIVILEGES; \T’,-’ ” ’c
mysql> quit; .AiCEA'DEMY
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0. ﬁﬂﬁg\‘i roundcube webmail (3)

M4A1 roundcube

S cd /var/wvww/html/

S wget https://github.com/roundcube/roundcubemail/releases/download/1.6.9/
roundcubemail-1.6.9-complete.tar.gz

S tar zvfx /var/www/html/roundcubemail-1.6.9-complete.tar.gz

$ mv /var/www/htmU/roundcubemail-1.6.9 /var/www/html/roundcubemail

$ WL Avar/www/htmU/roundcubemail/config/

S chown -R www-data:www-data /var/www/html/roundcubemail

¥yl
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9. AAMNI roundcube webmail (4)

#5149 virtualhost
S cd /etc/apacheZ2/sites-available/

S nano /etc/apacheZ/sites-available/rcmail.conf

irtualHost *:80>
ServerName mail.mailthai99.in.th

ServerAdmin webmaster@mailthai99.in.th

DocumentRoot /var/www/html/roundcubemail

<Directory /var/www/html/roundcubemail>
Options -Indexes +FollowSymLinks

AllowOverride All

</Directory>
ErrorLog /var/log/apache2/mail.mailthai99.in.th-error.log
CustomLog /var/log/apache2/mail.mailthai99.in.th-access.log combined

/VirtualHost>

S aZensite rcmail.conf r
S systemctl restart apache2 -
LAIic
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0. ﬁﬂﬁgﬁ roundcube webmail (5)

NagdauNAulYs roundcube

e https://workshop.kon.in.th/mail99/

<~ C @ O 8 bknix.co.th

DATABASE ERROR: CONNECTION FAILED!

o Unable to connect to the database!
Please contact your server-administrator.

W% config roundcube
e https://workshop.kon.in.th/mail99/installer/

08

bknix.co.th

< C @

roundcube

open source webmail software

The installer is disabled!

To enable it again, set $config['enable_installer'] = true; in RCUBE_CONFIG_DIR/config.inc.php

guemsGeugyadsgua smunmaiavie ny



0. aﬂ{%ﬁ roundcube webmail (6)

. unlulwa default.inc.php

$ nano /var/www/html/roundcubemail/config/defaults.inc.php

// THIS OPTION WILL ALLOW THE INSTALLER TO RUN AND CAN EXPOSE SENSITIVE CONFIG DATA.
// ONLY ENABLE IT IF YOU'RE REALLY SURE WHAT YOU'RE DOING!
[ 'enable_installer'] = true;

[ 'imap conn options'] = array( [ 'smtp conn options'] = array(
'881' => Iv__“_( '881' => ,~~,>'(
'verify peer'’ => false, 'verify peer'’ => false,
'verify peer name' => false, 'verify peer name' => false,
) s
)i

e unlulwa config.inc.php

$ nano /var/www/html/roundcubemail/config/config.inc.php

ig[ 'request_path'] = 'https://workshop.kon.in.th/mail99}]’; ‘ .
LArlic

NEADEMY
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0. ﬁﬂﬁg\‘l roundcube webmail (7)

WKL config roundcube anﬂ%’j\‘l
o https://workshop.kon.in.th/mail99/installer/
. lvinm "NEXT"

roundcube

open source webmail software

Roundcube Webmail Installer

1. Check environment 2. Create config 3. Test config

Checking PHP version
Version: OK (PHP 7.4.3 detected)

Checking PHP extensions
The following modules/extensions are required to run Roundcube:

PCRE: OK
DOM: OK
Session: OK
XML: OK
JSON: OK
PDO: OK
Multibyte: OK
OpenSSL: OK
Filter: OK
Ctype: OK

Checking available databases

Check which of the supported extensions are installed. At least one of them is required.

MySQL: OK

PostgreSQL: NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-pgsql.php)

SQLite: NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-sglite.php)

SQLite (v2): NOT AVAILAELE (See http://www.php.net/manual/en/ref.pdo-sqlite.php)

SQL Server (SQLSRV): NOT AVAILABLE (See http://www.php.net/manual/en/ref.pdo-sqglsrv.php)

SQL Server (DBLIB): NOT AVAILAEBLE (See http://www.php.net/manual/en/ref.pdo-dblib.php)

Oracle: NOT AVAILAEBLE (See http://www.php.net/manual/en/book.oci8.php)

Check for required 3rd party libs

This also checks if the include path is set correctly.

PEAR: OK

Auth_SASL: OK
Net_SMTP: OK
Net_IDNA2: OK
Mail_mime: OK
Net_LDAP3: OK

Checking php.ini/.htaccess settings

The following settings are required to run Roundcube:

file_uploads: OK
session.auto_start: OK
mbstring.func_overload: OK
suhosin.session.encrypt: OK

The following settings are optional and recommended:

allow_url_fopen: OK
date.timezone: OK

NEXT |

C
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0. ﬁﬂﬁgﬂ roundcube webmail (8)

Step 2: Create Config

Vv [l
o/ I~ |

e HYANYBAUND database

—Database setup

db_dsnw

Database settings for read/write operations:

MySQL v | Database type
localhost Database server (omit for sqlite)
roundcubemail Database name (use absolute path and filename for sqlite)
rcmail Database user name (needs write permissions)(omit for sqlite)
rcmailpass Database password (omit for sqlite)

db_prefix
re_

Optional prefix that will be added to database object names (tables and sequences).
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0. ﬁﬂﬁgﬂ roundcube webmail (9)

Step 2: Create Config

2
/

e §49A1 IMAP/SMTP

. anuuling “UPDATE CONFIG” fidusnsgn uazna “CONTINUE” fignuuugn

—IMAP Settings

imap_host
ssl://mail.mailthai99.in.th:993

© add
The IMAP host(s) chosen to perform the log-in

Leave blank to show a textbox at login. To use SSL/STARTTLS connection add ssl://

—SMTP Settings

smtp_host
ssl://mail.mailthai99.in.th:465

Use this host for sending mails
To use SSL/STARTTLS connection add ssl:// or tls:// prefix. It can also contain the

cmtn l1icar/cmtn nacc
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0. ﬁﬂﬁ?ﬂ roundcube webmail (10)

Step 3: Test Config

o 19NM “Initialize Database”

Check DB config Check DB config
DSN (write): OK DSN (write): OK
DB Schema: NOT OK (Database not initialized) DB Schema: OK

,. : DB Write: OK

' Initialize database | DB Time: OK

e VAFHBU SMTP/IMAP Config

Test SMTP config Test IMAP conflg | User: thai@mailthai99.in.th
Server ssl://mail.mailthai99.in.th Server ' ssl://mail.mailthai99.in.th v |

Port 465 Port 993

Username | thai@mailthai99.in.th Username | thai@mailthai99.in.th

Password  |ececeess Password |eceseees

Sender thai@mailthai99.in.th

Recipient  |thai@mailthai100|in.th
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0. ﬁﬂﬁ?ﬂ roundcube webmail (11)

191 webmail v

e Login 3Luan1w19ng . &  thai@mailthai99.in.th

e User: thai@mailthai99.in.th

e Pass: thaipass

Roundcube Webmail

e Login Bwan1wlng

e User: Myg@aanu1e99.ng

e Pass: thaipass v

=

ir

& lns@vannne99.lne

e User: 11/1EJ@xn——99-6qiOc9cg5dxc.xn—o3cw4h. |

e Pass: <password>

Roundcube Webmail
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mailto:thai@mailthai99.in.th

0. ﬁﬂﬁg\‘l roundcube webmail (11)

WY identies

Settings =
Create Delete
— Preferences g <thai@mailthai99.in.th> .
— = @ Settings
Folders Display Name
B8 |dentities
Email l Ins@vanu99.Ins |

@ Responses
Organization

Contacts
0 ] Reply-To
Settings
Bce
Set default
Signature
2a)

LHINiC
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10. DKIM & DMARC (1)

e fnMY opendkim

S apt install opendkim opendkim-tools

. iy opendkim Tviagilu group postfix

S usermod -G opendkim postfix
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10. DKIM & DMARC (2)

e #5319 public tas private DKIM Keys

S mkdir -p /etc/opendkim/keys

S chown -R opendkim:opendkim /etc/opendkim
S chmod 744 /etc/opendkim/keys

S mkdir /etc/opendkim/keys/mailthaix<.in.th

$ opendkim-genkey -b 2048 -d mailthaix<.in.th -D /etc/opendkim/keys/mailthai <.in.th -s default

-V

$ chown opendkim:opendkim /etc/opendkim/keys/mailthaiXX.in.th/default.private

root@mail:/# opendkim-genkey -b 2048 -d mailthaiOl.in.th -D /etc/opendkim/keys/mailthaiOl.in.th -s default -v
opendkim-genkey: generating private key
opendkim-genkey: private key written to default.private

opendkim-genkey: extracting public key
opendkim-genkey: DNS TXT record written to default.txt
root@mail:/# |}

Giric

ACADEMY
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http://mailthaiXX.in.th/default.private

10. DKIM & DMARC (3)

. @nA3 DKIM keys # DNS Server

S cat /etc/opendkim/keys/mailthaiXX.in.th/default.txt

root@mail:/# cat /etc/opendkim/keys/mailthaiOl.in.th/default.txt

default. domainkey IN TXT ( "v=DKIM1l; h=sha256; k=rsa; "
"p=MIIBIjANBgkqhkiG9w0OBAQEFAAOCAQ8AMIIBCgKCAQEANMS1loe3aiX4xyI+e/04AS+gpjGM5VGRVZE

KsxJSKgUl1lwS+YWPAEOLUbWBDG/qgVxsRtkj3PuB52jg0MCNCgocrbRaEhTbjO0pNL8idELF+rByilSQBngzDNmjOsey

hpw9WPCubayi+5k4dsaW8SoW/qyh2Fu+PlLiYT102TNoLgYPAyL1ulWwRg3Z5WtISKZB02aojI497BEjrT"
"CYUEtQ/bCOVdR+1V1ihtw6WrDRym3YOW+Pg+gTFc70L1nYY4rXGPgKzMKZArvdQtRL7x65MniNu+1yL4

Co7V01KTab8qglVcKp5/0D7j3blMrCJi81lsa5WXCkdyQYcPrcEQVLGwWNnQIDAQAB" ) DKIM key default
for mailthaiOl.in.th

$ nano /etc/bind/zones/db.mailthai01.in.th

mail CNAME mailthai@l.in.th.
web CNAME mailthai@l.in.th.
phpmyadmin CNAME mailthai@l.in.th.

default._domainkey IN TXT ( "v=DKIM1; h=sha256; k=rsa; "

"p=MIIBIjANBgkqhkiG9w@BAQEFAAOCAQB8AMIIBCgKCAQEAjiQBEpx70+G3yJE00CQJ/HVGLOHANIYHFX4xnEONXxa@RQw8iWzKrh2koHWx8rLGMs f6fG4Ax/
d@3vn8GubK75Z00ah2Wdxj j0e4dPNX7K/96+G3eBajG3YuBZ/7ubFks8YGki7piBOf55nmoYwT

+6mdxhK0@aycJG1l4TXtuy855DhbbkAtHY8g4AcjoWPiw9sXM7yHizV5Cpmv1" -
"X4TUqLi7KQc4fB7g26AnlYs/ '\\ f
X55M18arhajXJ77ybT1d004N1em3Qx2Ltz5YuhMplyMixr502uvw4aTSEEcZxY4sPOowYM1EEY ry@sE0tQak3hunIfUS4kQB1LUDQRzwE6U76BdQIDAQAB" ) ; \ ,' ;. ¥ ’

DKIM key default for mailthai@l.in.th

ACADEMY
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http://mailthaiXX.in.th/default.txt

10. DKIM & DMARC (4)

. iU opendkim Tviagilu group postfix

S usermod -G opendkim postfix

root@mail:/# opendkim-testkey -d mailthaiOl.in.th -s default -vvv
opendkim-testkey: using default configfile /etc/opendkim.conf
opendkim-testkey: checking key 'default. domainkev.mailthaiOl.in.th'

opendkim-testkey: key not secure

opendkim-testkey: key ok

e
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10. DKIM & DMARC (5)

¥
%4 1

¢ $3A1 OpenDKIM

$ nano /etc/opendkim.conf

basic configuration for
sult a basic
fusr/share/doc/opendkim/

documentation of

This 1s a signing and verifying.
installation. See opendkim.
examples/opendkim.conf

avallable configuration parameters.

adapted to cont|

Syslog
SyslogSuccess
LogwWhy

yes
yes
yes

# Common signing and verification parameters. In Debian,
# 1igned, because 1t 1s often the identity key
# and thus somewhat security sensitive.
Canonicalization relaxed/simple

Mode SV

SubDomains no

OversignHeaders From

AutoRestart
AutoRestartRate 10/1M
Background yes
DNSTimeout 5
SignatureAlgorithm rsa-sha256)

yes

.sample for

the "From"

used by

It can easily be
—_—

- L: n (:j

complete

header
reputation

UserlID
UMask

# Socket for
# 1t must be
# a chroot 1in
# configured
Socket
#Socket
#Socket

- -
gsocKet

PidFile

# Hosts for which

# OPERATION

# The trust
# by the pac
gNameservers

KeyTable
SigningTable

ExternalIgnorelist

InternalHosts

section of
gInternalHosts

anchor enables

opendkim
007

a1l
runs 1in

would have to be

the MTA tion (required). If the MTA 1s inside a chroot
that the socket 1s In Debian, Postfix
[var/spool/postfix, therefore Unix socket
as shown on the last line below.
local:/run/opendkim/opendkim.sock
inet:8891Rlocalhost
inet:8891
local:/var/spool/postfix/opendkim/opendkim
/run/opendkim/opendkim.pid

default 1s
information.

to sign rather than verify,

opendkim(8)
192.

DNSSEC. In Debian,

provided

Kage dns—-root—data.

TrustAnchorFile

fusr/share/dns/root.key

127.0.0.1
refile:/etc/opendkim/key.table
refile:/etc/opendkim/signing.table
/etc/opendkim/trusted.hosts
/etc/opendkim/trusted.hosts||
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10. DKIM & DMARC (6)

¥
%4 1

¢ $3A7 OpenDKIM

$ nano /etc/opendkim/signing.table

Jémailthaill.in.th default. domainkey.mailthaiOl.in.th
*@* mailthaiOl.in.th default. domainkey.mailthailOl.in.th

$ nano /etc/opendkim/key.table

slefault. domainkey.mailthaiOl.in.th mailthaill.in.th:default:/etc/opendkim/keys/mailthai0l.in.th/default.private

$ nano /etc/opendkim/trusted.hosts

i127.0.0.1
localhost

.mailthailfl.in.th

S service opendkim restart
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10. DKIM & DMARC (7)

e §9A1 OpenDKIM 91191U3UAY Postfix

$ mkdir /var/spool/postfix/opendkim
S chown opendkim:postfix /var/spool/postfix/opendkim

o unlvulwa config opendkim

$ nano /etc/opendkim.conf

local:/var/spool/postfix/opendkim/opendkim.sock

e unbulwa opendkim

$ nano /etc/default/opendkim

SOCKET="local:/var/spool/postfix/opendkim/opendkim.sock" ‘
2
Eic

ACADEMY

guomsGuugyadbguumIsmuUnmaIeNIY Iy




10. DKIM & DMARC (8)

e  §9A1 OpenDKIM 91191U3UNY Postfix

$ postconf "milter default action = accept
S postconf "milter default action = accept”

$ postconf "milter protocol = 6"

$ postconf "smtpd milters = local:opendkim/opendkim.sock"

S postconf "non_smtpd milters = Ssmtpd milters"

e Restart opendkim K&y postfix
S service opendkim restart

S service postfix restart
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10. DKIM & DMARC (9)

¥
%4 1

e f9A1 DMARC

dmarc.mailthai>0<in.th TXT "v=DMARC1; p=none; rua=mailto:dmarc_report@example.com; fo=1;"

$TTL 604800
@ IN SOA nsl.mailthai.in.th. root.mailthai@l.in.th. ( p:none
3 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL p:reject

p=qguarantine

: name servers — NS records
IN NS nsl.mailthai.in.th.
IN NS ns2.mailthai.in.th. .
rua=send daily report

IN MX 10 mail.mailthai@l.in.th. .
ruf=forensic report
; hame servers - A records

nsl.mailthai.in.th. IN A 10.0.0.53

ns2.mailthai.in.th. IN A 10.0.0.54

mailthai@l.in.th. IN A L I X
mailthai@l.in.th. IN TXT "v=spfl a mx ~all"

mail IN CNAME mailthai@l.in.th.

web IN CNAME mailthai@l.in.th. =

phpmyadmin IN CNAME mailthai@l.in.th. \ \ . ‘/ ’
ACGEADEMY

guomi ;!/U]l'ld l?ﬁﬂll!liflﬁflllﬂﬂlﬂ?ﬁ’U'll'l?ﬂ!’/

_dmarc.mailthai@l.in.th TXT "v=DMARC1; p=none; rua=mailto:dmarc_report@mailthai@l.in.th|, fo=1;"
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oooooooo
Private Key Passphrase

Choose File | no file selected

Totp (time-based one-time password)
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