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® 7 3u1Ay 2564 A1sUsSusTuUBalinsessunssudsdediuaniwlng (systems)
® 12 figusu 2564 N1sHaUIIUTRTEI3U UA (web developers)

® 21 @Ay 2564 msnmunlusunsulingeesu UA aae Java (Programmer, DevOps)
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https://academy.thnic.or.th/webinars-on-eai/

* |Introduction to Universal Acceptance (20 mins)

« Fundamentals for IDNs and Email Address Internationalization
(EAI) (20 mins)

— Break (5 mins)
* Programming for UA (60 mins)
« Conclusion (5 mins)

« Q&A (10 mins)
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Introduction to Universal Acceptance




Universal Acceptance of Domain Names and Email I/

Universal Acceptance

Goal
All domain names and email addresses work in all software applications.

Yoloukazdannveaunsalianulanunnganawswaunaiaty

Impact
Promote consumer choice, improve competition, and provide broader access to
end users.

HUNILEDN LAANTWUITY kazilUan15wnne [endwisuaundadu] Tuwnelvau
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Categories of Domain Names and Email Addresses I/

Universal Acceptance

® It's now possible to have domain names and email addresses in local languages using UTF8.
O Internationalized Domain Names (IDNs)
o Email Address Internationalization (EAI)

® Domain names
O Newer top-level domain names: example.sky
O Longer top-level domain names: example.abudhabi

o Internationalized Domain Names:  531n.lne

® Internationalized email addresses (EAI)

o ASCII@IDN marc@societe.org
o UTF8@ASCI SHcT@example.com
o UTF8@IDN nALuN@au.lneg

o UTF@IDN; right-to-left scripts &8 0. @ e
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Acceptance of Email Addresses by Websites Globally =1

Universal Acceptance

arabic.arabic@arabic

chinese@chinese.chinese

chinese@ascii.ascii

ascii@chinese.ascii

ascii@ascii.newlong

ascii@ascii.newshort

For details, see UASGO027
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https://uasg.tech/wp-content/uploads/documents/UASG027-en-digital.pdf

Estimated Support of EAl in Email Systems Under All TLDs

I/ |

Universal Acceptance

All Pre-Outlook

12.50%

10.00%

7.50%

5.00%

2.50%

0.00%
All

Only 9.7% of the domains sampled
were EAl ready in 2019.

This is based on mail servers found
through MX records in zones of all top-
level domains (TLDs).

For details on methodology, see
UASGO021D: EAl Readiness in TLDs

L iT f—"” iC uomsGougyaisguoamsaunmniovieing 7
INSADEMY

NNNNN


https://uasg.tech/wp-content/uploads/documents/UASG021D-en-digital.pdf

Acceptance of Thai Email Addresses by Thai Popular Websites

9 uduf | swuduisuliedia | swuduisudiedia | swuduiireundy | sasimssufiedwa | BRsINseauNaLTe
NAFDL (A) awulng (B) Fadwane lng (C) mwlng (B)/(A)  |Bwanmmnlng (C)/(A)
2561 100 44 4 1 9% 2%
2564 100 43 2 1 5% 2%

(A) MAUNTVENATENNEN SuAnaREUNDSN D TWaNAS mailing list Aediadiua
(B) :umIunsuaNasanndn sufnnanunasy nia 1vanas mailing list Aedadwaniulng

nadauIvlwandunieululngainnisansusuiuleduns Alexa.com wag TrueHits
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Universal Acceptance of Domain Names and Emails
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Universal Acceptance
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Universal Acceptance

Scope of UA Readiness for Programmers I/ |

1. Support All Domain Names

KA M 1 B e

Accept Validate Process Store Display

2. Support All Email Addresses

KA M K3 1 B

Accept Validate Process Store Display
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C g D | 11
iC guomsGougyaiisguoasaunmaioviolng

W T~~~ ICANN




Technology Stack for UA Consideration /N

Universal Acceptance

Applications and Websites

- Wikipedia.org, ICANN.org, Amazon.com, custom websites globally
- PowerPoint, Google-Docs, Safari, Acrobat, custom apps

Social Media and Search Engines
- Chrome, Bing, Safari, Firefox, local (e.g., Chinese) browsers
- Line, Facebook, Instagram, Twitter, Skype, WeChat, WhatsApp
Programming Languages and Frameworks Accep;t, Va“djtg_’ plrocess,
store and displa
- JavaScript, Java, Swift, C#, PHP, Python : play
, all domain names and
- Angular, Spring, .NET core, J2EE, WordPress, SAP, Oracle e - cdreseis
Platforms, Operating Systems and Sytem Tools
- i0S, Windows, Linux, Android, App Stores
- Active Directory, OpenLDAP, OpenSSL, Ping, Telnet
Standards and Best Practices

- IETF RFCs, W3C HTML, Unicode CLDR, WHATWG
- Industry-based standards (health, aviation, ...)
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Email Systems and EAI Support

I/ |

Universal Acceptance

® All email agents must be configured to send and receive
internationalized email addresses. See EAI: A Technical
Overview for details.

o MUA — Mail User Agent: A client program that a person
uses to send, receive, and manage mail.

o MSA — Mail Submission Agent: A server program that
receives mail from a MUA and prepares it for
transmission and delivery.

o MTA — Mail Transmission Agent: A server program that
sends and receives mail to and from other Internet
hosts. An MTA may receive mail from an MSA and/or
deliver mail to an MDA.

o MDA — Mail Delivery Agent: A server program that
handles incoming mail and typically stores itin a
mailbox or folder.

MUA
MUA

\\' ”*'\\y
Reject /

Submit

MSA | MTA

Submit

SMTP

MDA | MTA

POP/IMAP

" DSN

MTA —h
SMTP

MSA MTA
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https://uasg.tech/wp-content/uploads/documents/UASG012-en-digital.pdf
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Quiz 1 Question ” I

® To enhance systems to be Universal Acceptance (UA) ready,
which of the following categories of domain names and email
addresses are relevant?

1. ASCII domain names.
Internationalized Domain Names (IDNs).
Internationalized email addresses (EAI).

2
3

4. All the above.
5. Only 2 and 3.
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Fundamentals for Internationalized
Domain Names and Email Addresses




Unicode Encoding /N

Universal Acceptance

® Unicode encodes glyphs into codepoints for different scripts of the world.
o Codepoints shown in hex using the U+XXXX notation.
o Unicode files typically in UTF8 format, using a variable number of bytes for a codepoint.

O ASClIl is used as is in Unicode: e = ASCI| 65 = U+0065. .

® There are multiple ways to encode certain glyphs in Unicode: 13',.]
o e= U+00E8 UL
O e+ = é = U+OO65 + U+0300 0e19 0e49  0e33

® Normalization ensures that the end representation is the same, even if users type differently.
o IDN standards recommend using Normalization Form C (NFC).
O Generates U+00ES for both input versions above.

£ | 17
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https://unicode.org/reports/tr15/

Unicode and UTF8

Character Code Point UTF8-Formatted

$ —> U+0024 —> 0010 0100 —> 00100100

J7]10§0000

€ — U+20AC —

(Underlined bits represent
UTF8-defined markers. Read
Footnote #2 on this process.)
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Domain Names and Internationalized Domain Names (IDNs) /=1

Universal Acceptance

® A domain name is an ordered set of labels or strings: example.co.th
O The top-level domain (TLD) is the rightmost label: "th”
o Initially, TLDs were only two or three characters long (e.g., .th, .com).
o Now TLDs can be longer strings (e.g., .info, .google, .engineering).
O TLDs delegated in the root zone can change over time, so a fixed list can get outdated.

® Domain names can also be internationalized when one of the labels contains at least one
non-ASCII character.

o For example: example.com or iﬁﬂl%ﬂ

® Use the latest IDN standard called IDNA2008 for IDNs.
O Do not use libraries for the outdated IDNA2003 version.

6 119
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https://data.iana.org/TLD/tlds-alpha-by-domain.txt

IDNs and EAI I

Universal Acceptance

® There are two equivalent forms of IDN domain labels: U-label and A-label.
o Human users use the IDN version called U-label (using UTF-8 format): example
O Applications or systems internally use an ASCII equivalent called A-label:
1. Take user input and normalize and check against IDNA2008 to form IDN U-label.
2. Convert U-label to punycode (using RFC3492).

3. Add the “xn--" prefix is added to identify the ASCII string as an IDN A-label.
example => exmple-xta => xn--exmple-xta
EEEZ-NI => --f38am99bqvcd5liy1cxsg => xn----f38am99bqvcd5liy1cxsg

%ﬁﬂ => 12cn4frcvb5f => xn--12cn4frevb5f

® Email address syntax: mailboxName@domainName
o EAIl has the mailboxName in Unicode (in UTF8 format).
O The domainName can be ASCII or IDN.

« For example: kévin@example.org or wailuvi@ay.lne.
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Universal Acceptance Issues /N

Universal Acceptance

® Some applications are still verifying domain names incorrectly by using one of the
outdated methods:

o Check for a fixed length of TLD between 2-4 characters (TLD can be up to 63
characters).

o Check from a fixed set of TLDs, e.g., using static list of strings.
O Check for only ASCII characters.

® Some applications do not cater to additional requirements for validating EAI:
O Check mailbox name to be a valid string in UTF-8 format.
o0 DomainName can be ASCII or IDN.
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UA Readiness Testing Framework /N

Universal Acceptance

® Based on UASG026, the application components can be generalized to put emphasis on
the processing of internationalized identifiers.

® Each gate has its own set of requirements and processing.

‘ —» Accept T Validate T Process T Store T) Process T Display T ‘

User AT VT PIT ST p2T pr User
® AT: Accept test ® ST. Store test
® VT Validate test ® P2T: Process test on the output
® P1T: Process test on the input ® DT: Display test

£ | 24
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https://uasg.tech/wp-content/uploads/documents/UASG026-en-digital.pdf

Validating User Input /N

Universal Acceptance

® Validating user input, or any input, is extremely useful for various reasons, some of which
include: a better user experience, increased security, and avoiding irrelevant issues.

® Validating domain names and email addresses is useful.

® Some validation methods for domain names and email addresses:
O Basic syntax checks: is the syntax of the string correct?
* Does the domain name contain *." ?
« Does the email address contain ‘@’ and a valid domain name part?
o Functional checks: does the domain name or email address work?
* Is the top-level domain (TLD) in use?
* |s the whole domain name in use?
* |s the email in use?
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Validating Domain Name I/

Universal Acceptance

® Validating syntax:
o ASCIl: RFC1035
« Composed of letters, digits, and hyphen.
« Max length is 255 octets with each label up to 63 octets.
O IDN: IDNA2008 (RFCs 5890-5894)
« Valid A-labels
« Valid U-labels

® Validating function:
O s the top-level domain (TLD) in use?
« Verify against the list of TLDs.
« Verify using a DNS request.
O Is the whole domain name in use?
« Verify using a DNS request.
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Resolving Domain Name I/ |

Universal Acceptance

® After validation, a software would then use the domain name identifier as:
o A domain name to be resolved in the DNS.

® Therefore, to be UA compliant, the software has to use proper methods that support UA.

o For example, passing a U-Label to the traditional functions or methods may not
succeed, as it is not expecting a UTF8 domain name.
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Validating Email Address /N

Universal Acceptance

® An email address is composed of: mailboxName@domainName

® Validating syntax:
O For domainName, see earlier discussion.
O For mailboxName:
« ASCII
« UTFS8 (for EAI)

® Validating function:
O Is the domain name set up to send and receive emails?
O Is the mailbox name able to send and receive emails?

| 28
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Universal Acceptance

Sending Email /N

® After validation, a software would then use the email identifier as:
O An email-address based user id.
o To send an email.

® Therefore, to be UA compliant, the software must use proper methods that support UA.

o For example, passing an UTF8 mailbox name email address to a mail sender may not
succeed, as it is not expecting a UTF8 mailbox name in the email address.
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Universal Acceptance

Sending Email /N

® A comprehensive list of UA test cases is documented in UASGO004.

® Developers are strongly encouraged to use these test cases in its unit and system testing.

| 30
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Universal Acceptance

Quiz 2: A Real Example I/

® A company built a website where international consumers can subscribe via their email.
Since the subscription form is user input, developers validated the email address before
trying to send the email.

o Developers went to Stackoverflow and found a regular expression (regex) to perform
the validation:

FWIW, here is the Java code we use to validate email addresses. The Regexp's are very similar:

2472 public static final Pattern VALID_EMAIL_ADDRESS_REGEX =
Pattern.compile("A[A-20-9. - |+@[A-20-9. - ]+ JA-Z]{2,6}%", Pattern.CASE_INSEN!

public static boolean validate(String emailStr) {
Matcher matcher = VALID_EMAIL_ADDRESS_REGEX.matcher(emailStr);
return matcher.find();

O The regex limits mailbox to letters A-Z, digits 0-9, and some symbols, the domain labels
to letters, digits and hyphen, and the top-level domain to letters only with length 2-6.

® Would this regex work for the company’s website? Why or why not?

| 32
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nasiNenTas I/ B |

Universal Acceptance

® See hitps://uasg.tech for a complete list of reports.
O Universal Acceptance Quick Guide: UASGO005
Introduction to Universal Acceptance: UASGO0/
Quick Guide to EAIl: UASGO014
EAIl — A Technical Overview: UASG012
EAI — Evaluation of Major Email Software and Services: UASG021B
Universal Acceptance Readiness Framework: UASG026
Considerations for Naming Internationalized Email Mailboxes: UASG028
Evaluation of EAIl Support in Email Software and Services Report: UASG030

O O O O O O O

£ | 33
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https://uasg.tech/
https://uasg.tech/wp-content/uploads/documents/UASG005-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG007-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG014-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG012-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG021B-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG026-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG028-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG030-en-digital.pdf

Programming for UA




Get Involved!
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JdusaunNU Thailand UA Local Initiative wag UASG

® Visit Thai UA local initiative web page at %ﬁﬂ.1‘1/1a/ua/thailand-initiative

® Subscribe APAC EAI Implementers’ Group for technical support (by THNIC)

® Access UA technical content by THNIC at: hitps://wiki.thnic.or.th

® Access all UASG documents and presentations at: htips://uasg.tech

® Access details of ongoing work from wiki pages: htips://community.icann.org/display/TUA

® Register to participate or listen in the UA discussion list at: https://uasg.tech/subscribe
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https://mm.icann.org/mailman/listinfo/apac-eai-ig
https://wiki.thnic.or.th/
https://uasg.tech/
https://community.icann.org/display/TUA
https://uasg.tech/subscribe

Engage with THNIC

Webs site: thnic.or.th
n facebook.com/THNIC.Foundation/

g twitter@thnicf
o youtube.com/user/thnicf
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ASCII

ASCIHl |Macintosh or Windows ASCIl |Macintosh or Windows

Dec |[Hex |Result Dec [Hex |Result

96 |60 112 |70 |p

97 (61 |a 113 |71 |q

98 (62 |b 114 |72 |r

99 163 |c 10 43 |5

100 |64 |d 116 |74 |t

101 |65 |e 117 |75 |u

102 |66 |f 118 |76 |v

103 |67 |g 119 {77 |w

104 |68 |h 120 |78 |x

105 |69 | 121 (719 |y

106 |6A | 122 |7TA |z

107 [6B [k 123 [7B |{

108 [6C | 124 [7C ||

109 (6D |m 125 [7D |}

110 |6E |n 126 |7E |~

111 [6F o 127 |7F |DEL

L | 38
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Unicode

Character Code Point UTF8-Formatted

$ —> U+0024 —> 0010 0100 —> 00100100

J7]10§0000

€ — U+20AC —

(Underlined bits represent
UTF8-defined markers. Read
Footnote #2 on this process.)
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Number Bits fo.r First . Last - Byte 1 Byte 2 Byte 3 Byte 4
of bytes code point code point code point
1 7 U+0000 U+007F | Oxxxxxxx
2 11 U+0080 U+07FF | 110xxxxx | 10xxxxxx
3 16 U+0800 U+FFFF | 1110xxxx | 10xxxxxx | l0xxxxxx
4 21 U+10000 | U+10FFFF | 11110xxx | 10xxxxxx | 10xxxxxx | 10xxxxxx
Giiriic i <@ |40
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Thai Popular Web Sites

List Rank Site List Rank Site List Rank Site
ALS0 1 google.com ALS0 21 netflix.com TH100 1 sanook.com
ALS0 2 youtube.com AL50 22 movie2uhd.com TH100 2 thairath.co.th
ALS0 3 google.co.th AL50 23 anime-sugoi.com TH100 3 khaosod.co.th
ALS0 4 pantip.com ALS0 24 mgronline.com TH100 4 kapook.com
ALS0 5 lazada.co.th Ao 25 trueid.net TH100 5 dek-d.com
ALS0 6 line.me ALS0 | 26 haol23.com THI00 6 mgronline.com
ALS0 S I cahaak cam AL50 27 doomovie-hd.com TH100 7 siamsport.co.th
ALS0 8| blogspot.com AL50 28 trueplookpanya.com TH100 8 matichon.co.th
A AL50 29 dek-d.com TH100 9 dailynews.co.th
i o wikipediaolg 5155 30 ditvacth TH100 10 bugaboo.tv
s 10 w AL50 31 y8.com TH100 11 priceza.com
o | Slpiecom ALSO 32 viucom THI00 12 ais.coth
ALSO 12 shopee.co.th ALS0 33 siamsport.co.th TH100 13 posttoday.com
AS0 13 yahoo.com ALSO 34 moph.go.th TH100 14 wongnai.com
AL50 14 kapook.com ALS0 35 bopp-obec.info TH100 15 mello.me
AL50 15 imovie-hd.com ALS0 36 moe.go.th TH100 16 longdo.com
AL50 16 037hdd.com AL50 37 pornhub.com TH100 17 ch3thailand.com
ALS0 17 roblox.com AL50 38 msn.com TH100 18 soccersuck.com
ALS0 18 wordpress.com AL50 39 aliexpress.com TH100 19 ch7.com
ALS0 19 mthai.com ALS0 40 khaosod.co.th TH100 20 thaiware.com
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Unicode Normalization Forms

Figure 4. Canonical Composites

Source NEFD NEFC
® Unicoe Standard Annex #15 A . A ° A
00C5 0041 030A 00C5
A A A
Table 1. Normalization Forms O : O O O
00F4 006F 0302 00F4
Form Description
Normalization Form D (NFD) Canonical Decomposition Figure 5. Multiple Combining Marks
Source NFD NFC
Normalization Form C (NFC) Canonical Decomposition, . .
followed by Canonical Composition S . S O ¢ S
1E69 0073 0323 0307 1E69
Normalization Form KD (NFKD) | Compatibility Decomposition d d d
Normalization Form KC (NFKC) | Compatibility Decomposition, ’ . "
; oo 1E0B 0323 0064 0323 0307 1E0D 0307
followed by Canonical Composition
0071 0307 0323 0071 0323 0307 0071 0323 0307

| 42
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http://www.unicode.org/reports/tr15/

H o’\ v o

0e19 0e33 0e49

9y e

0e19 0e49 0e33
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