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Programming for UA
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https://github.com/up1/
workshop-ua-with-java
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Scopes

Domain nhame
Email address
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Accept Validate Process Store Display
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Scopes

Internationalized Domain Names (IDNs)
Email Address Internationalization (EAI)
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Domain name

Cases Example

New top-level domain sky, tech, shop, online, site

Longer top-level domain lifeinsurance

Tnasin1a.com

Internationalized
example.lng

https://data.iana.org/TLD/tids-alpha-by-domain.txt
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http://example.xn--o3cw4h

List of top-level Domain (TLD)

# Version 2021082000, Last Updated Fri Aug 20 07:07:01 2021 UTC

AAA

AARP

ABARTH

ABB

ABBOTT

ABBVIE IR IO X I

ABC $ 8%, J3et,, |, oes

ABLE ® ® ..E.E.E...E * E..zzz..:..... ®
2000 o [ 1] 900 00 000 o O ( 1 ]

ABOGADO 888 Soudoe L3.8.878,0 2%, 5008 80

ABUDHABI e 3ee

AC S5 338,

ACADEMY o g8, %

ACCENTURE e300 e%0338 ¢ ™ e0e®ee%s e 0 o38°

000 00000 ® 000 & 0000 o ®
ACCOUNTANT cofefuacdios,s S0333283, 3, ,8,.8.00
ACCOUNTANTS 023°% $°°28" $'343°3000833s°
o0 oo ® [ 1 ® & 000 & O

ACO 030038008 o 3308 33,003,

ACTOR

AD

ADAC

ADS

https://data.iana.org/TLD/tids-alpha-by-domain.txt
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>=5 characters

$wget -qO - http://data.iana.org/TLD/tlds-alpha-by-domain.txt |
awk 'length($0) >= 5'
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Internationalized Email Address (EAI)

Format Example

ASCII@IDN marc@societe.org
UTFS@ASCII SHA@example.com
UTF8@IDN Mt @E w57
UTF@IDN S-Jae@ e, 23 50
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Usages by website globally

arabic.arabic@arabic

chinese@chinese.chinese

chinese@ascii.ascii

ascii@chinese.ascii

ascii@ascii.newlong

ascii@ascii.newshort

2020
M 2019
B 2017

0%

25%

50% 75% 100%

https://uasg.tech/wp-content/uploads/documents/UASG027-en-digital.pdf
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Tasks for programmer

Validate input
Processing

Store data
Display data
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Libraries and framework

Language | Framework/Library Java ICU Language | Framework/Library
Java Commons Validator Java Javamail/JakartaMail | | C libcurl
Java Guava Java JRE C libidn2
Java ICU Javascript | [dna-uts46 C# Mailkit
Java JRE Javascript | Nodemailer C# Microsoft
Python3 Django_auth Javascript | Validator Go ldna
Python3 Encodings ldna Python3 Django_auth Go Mail
Python3 ldna Python3 Email_Validator Go Smtp
Rust ldna Python3 Encodings_Idna Java Commons-Validator
Python3 ldna Java Guava
Python3 Smtplib
Rust ldna
Rust Lettre

https://uasg.tech/wp-content/uploads/documents/UASG018A-en-digital.pdf
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Example

Working with domain name
Working with Email address
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Validate input
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Start with data for test cases

https://uasg.tech/wp-content/uploads/documents/UASG033-en-digital.pdf
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Validate domain name

21 [IDN.IDN  [B&o-0095-88560.como Sinhala

22 |IDN.IDN  [QUTEI-eJDL-CEFMSemest. SIRISLILLIT Tamil

23 [IDN.IDN 03.13"3)656395-932)3"660-:35&.8.3"65 Telugu

24 |IDN.IDN glanasay. lng Thai

25 [DN.DN  [Z&EEAN R RELR Simplified
' ' Chinese

26 |IDN.DN  |Zimi# . &% Traditional
' Chinese

27 |[IDN.ASCIl [|v-A7aPe-+P0L1-aohé-.com Ethiopic

28 [IDN.ASCIl [MuisnmsyHEsS SUWs™IEHSItNS com Khmer

C C C C
29 [(IDN.ASCII [S2QQ:000M9000:2009|00.cOM Myanmar

Programming for UA
© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.

20




Validate email address

. 6N @-al® 16UIWME@MIACU(® 1d>-

50 |Unicode@IDN.IDN (TD.‘I’]oBaZ)(OA@D-«:.I(O’]GU()D(D(T).@D(O@o Malayalam
51 |Unicode@IDN.IDN  |g600n-6608@95090QIR-99629Q-608.QIQ0 Oriya

52 |Unicode@IDN.IDN |5, o5 3-88:530 @8 30-5088-85 8 e3®. oz Sinhala
53 |Unicode@IDN.IDN ?;:;M gg%ﬁggﬁﬁm@gu"@'qmu' Tamil

54 |Unicode@IDN.IDN  |@2002065-08£@ 0350576 185-e52°0-08 £, 276 Telugu

55 |Unicode@IDN.IDN  |3,sanas00@gionamou. Ine Thai

26 Unicode@IDN.IDN' e 2 g 3t @ 25838 AN i RE 4R Chinese.
57 |Unicode@IDN.IDN |8 7 B4 RIS @ 2 8 FI IR, 20 Chinoss

https://uasg.tech/wp-content/uploads/documents/UASG004-en-digital.pdf
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Start with Testing
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Testing framework with Java

1Unit @

https://junit.org/junit5/
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Let’s coding
for Domain name
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Coding with Java

java.net.InetAddress
Apache commons validator (TLD outdated)
ICU (International Components for Unicode)
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Popular libraries

"Regular Expression”

Library Occurrence Status
(projects)
hibernate-validator 62963 Not UA-Ready. RegEx via annotations; Hibernate implementation

ofvalidation-api.

validation-api 25190 Not UA-Ready. RegEx via annotations.

springfox-bean- 12501 Not UA-Ready. RegEx via annotations; SpringFox implementation
validators ofvalidation-api.

commons-validator 4906 Not UA-Ready. Relies on a static list of TLDs from 2017.

icu4j 886 UA-Ready. IDNA2008.

libidn 29 Not UA-Ready. IDNA2003, deprecated and ported to the Java

language as “java.net.IDN”.

https://uasg.tech/wp-content/uploads/documents/UASG033-en-digital.pdf
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Apache common validator

§ commons
validator

Apache Commons

http://commons. apache.org/

™

Apaohe Commons Validator ™ Last Published: 03 August 2020 | Version: 1.7 ApacheCon Apache Commons
VALIDATOR =
Commons Validator
Download

A common issue when receiving data either electronically or from user input is verifying the integrity of the data. This work is repetitive and becomes even more complicated when different sets of validation rules
Release Notes need to be applied to the same set of data based on locale. Error messages may also vary by locale. This package addresses some of these issues to speed development and maintenance of validation rules.
Dependencies

Releases

Framework See the Downloads page for current/previous releases. For details of whats new in each version see the Release Notes. Community Notes on release are maintained on the Apache Commons Wiki.

DOCUMENTATION

Routines
wik Overview

& DEVELOPMENT

Features

Javadocs
el B Validator provides two distinct sets of functionality:
Issue Tracking

Source Repository 1. A configurable (typically XML) validation engine

o 2. Reusable "primitive" validation methods
Building

Your validation methods are plugged into the engine and executed against your data. Often, these methods use resources specific to one application or framework so Commons Validator doesn't directly provide
© PROJECT DOCUMENTATION pluggable validator actions. However, it does have a set of common validation methods (email addresses, dates, URLS, etc.) that help in creating pluggable actions.

¥ Project Information

Usage

Summary
Team In order to use the Validator, the following basic steps are required:

https://commons.apache.org/proper/commons-validator/

Programming for UA
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ICU4J

N ICU - International Components for Unicode

Navigation ICU-TC Home Page

@ @ @ Do you need ICU to work on EBCDIC platforms? @ @ @

e |CUA4C used to work on IBM mainframes (OS/390, z/OS) and other native-EBCDIC platforms (OS/<
e This has not been tested since |ICU 59 moved to C++11 (2017). Apparently there are now C++11 cc

Unicode * We need help: Someone needs to build ICU4C on such a machine, fix C++ compiler issues (if any
About ICU machine into our Cl). We will assist you, especially with EBCDIC-specific character and string hanc
- 1ICU Home e Otherwise we will remove the support code for non-ASCllI-family platforms. (|ICU-21672)

- Download ICU « Please contact us via the icu-support mailing list. See the thread “ICU users: Do you need ICU to w
Demos & Tools

- 1ICU4C Demos

- ICU Collation Demo Special Notice About Branch Renaming: On 2021-March-24 we renamed the master branch to main bra
- 1CU4J Demos

- Data Customizer If you have a local git clone of the repo, you need to rename your default branch:

Documents

- User Guide

- ICU4C Readme
- ICU4J Readme

- MNAaAAa O NAanAava

$ git branch -m master main

C ~1i+ Fat+r~rh Avisain

http://site.icu-project.org/home
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Coding with Python

Library Occurrence in Status
projects
idna 70789 UA-Ready. IDNA2008.
validators 1660 Not UA-Ready. Email validation based on Django validator; URL
validation based on RegEXx.

email_validator 1178 UA-Ready. IDNA2008.

pyicu 243 UA-Ready. IDNA2008.

idna_ssl 10 UA-Ready. IDNA2008.

Dataset: 450 million dependency files; occurrence in entire dataset: 70,813; approx. 37%.

https://uasg.tech/wp-content/uploads/documents/UASG033-en-digital.pdf
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Very easy with Go

GO

Package idna implements IDNA2008 using the compatibility processing defined by UTS (Unicode Technical Standard) #46, which
defines a standard to deal with the transition from IDNA2003.

Use IDNA package

<> Documentation

Overview

IDNA2008 (Internationalized Domain Names for Applications), is defined in RFC 5890, RFC 5891, RFC 5892, RFC 5893 and RFC
5894. UTS #46 is defined in https://www.unicode.org/reports/trd6. See https://unicode.org/cldr/utility/idna.jsp for a visualization of
the differences between these two standards.

https://pkg.go.dev/golang.org/x/net/idna
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Android application
Use class IDNA

I D NA D Added in API level 24

Kotlin  Java

public abstract class IDNA
extends Object

java.lang.Object
“ android.icu.text.IDNA

Abstract base class for IDNA processing. See http://www.unicode.org/reports/tr46/ and
http://www.ietf.org/rfc/rfc3490.txt

The IDNA class is not intended for public subclassing.

The non-static methods implement UTS #46 and IDNA2008. IDNA2008 is implemented according to UTS #46, see
getUTS46Instance().
e —

https://developer.android.com/reference/android/icu/text/IDNA
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Normalized before process

Tnasanla.com xn--82c3adadfy1rc3b.com
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Normalized before process
With python + idna

import idna

before = 'lIlnasaula.com’
nomalized idna.encode(
displayed = idna.decode(

https://pypi.org/project/idna/
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Making an HTTP request
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Making an HT TP request

(S I

Req uest

Target
domam

Response
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Coding with Java

HttoURLConnection
Apache HTTP Client

OKHTTP
Java 11 HT TP Client (not prepare UTF8)

Google Java HT TP Client
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Working with OKHTTP

OkHttp

Q. Search 40.6k Stars - 8.6k Forks

OKkHttp OKHttp Table of contents

Overview Geta URL
Stack Overflow & Post to a Server
Calls HTTP is the way modern applications network. It's how we exchange data & media. Doing Requirements
Caching HTTP efficiently makes your stuff load faster and saves bandwidth. Releases

i . . . MockW:
Connections OkHttp is an HTTP client that's efficient by default: ockwebserver
Events GraalVM Native Image
HTTPS « HTTP/2 support allows all requests to the same host to share a socket. License
Interceptors « Connection pooling reduces request latency (if HTTP/2 isn't available).
Recipes

« Transparent GZIP shrinks download sizes.
Security

Security Providers « Response caching avoids the network completely for repeat requests.

Works with OkHttp OkHttp perseveres when the network is troublesome: it will silently recover from common
Upgrading to OkHttp 4 connection problems. If your service has multiple IP addresses, OkHttp will attempt

4.x API > alternate addresses if the first connect fails. This is necessary for IPv4+IPv6 and services
3.12.x API > hosted in redundant data centers. OkHttp supports modern TLS features (TLS 1.3, ALPN,
Change Log certificate pinning). It can be configured to fall back for broad connectivity.

Contributing

Using OkHttp is easy. Its request/response API is designed with fluent builders and
immutability. It supports both synchronous blocking calls and async calls with callbacks.

Code of Conduct

https://square.github.io/okhttp/
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Working with OKHTTP

public boolean callByDomain02(String domainName) A
OkHttpClient httpClient = new OkHttpClient();
Request request = new Request.Builder().url("http://" + domainName).build();
try A+
Response response = httpClient.newCall(request).execute();
return true;
} catch (IOException e) A
return false;

https://square.github.io/okhttp/
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Working with Email address
(EAI)
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Validate email format

Regular expression
Use libraries or framework
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Regular Expression

From OWASP validation Regex Repository

[M[a-zA-Z0-9_+8&*]+(?:\.[a-zA-Z0-9_+8&*-]+)*@(?:[a-ZA-
Z0-9-]+\.)+[a-zA-Z){2,7}$]

https://owasp.org/www-community/ OWASP _Validation Regex_Repository
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Regular Expression

Not support EAI
Not support ASCII TLD longer than 7

Not support U-labels in IDN TLD

Programming for UA 42

© 2017 - 2018 Siam Chamnankit Company Limited. All rights reserved.



Code Example

public class EmailValidation {

public boolean isValidWithRegex(String email) A
return email.matches(".*@+.*\\..*");

public boolean isValidWithRegex02(String email) A
String regex = "A[a-zA-Z0-9_+&*-]+(?:\\.[a-zA-Z0:
return email.matches(regex);
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Use Libraries

Jakarta Mall
Apache Commons Validator

EmailValidator4J
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Apache Commons Validator

public boolean isValidWithApacheCommons(String email) A
EmailValidator emailValidator = EmailValidator.getInstance();
return emailValidator.isValid(email);
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Send Email ...
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Send email to SMTP server

R [ et

Email and Domain

Req uest

Target SMTP
server

Response
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Flow

validate :

. , Normalized
email email o
ddress format email with

d . domain
(basic)
Split
doraain Normalized
S domain
from email
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Sending Email

Jakarta Mail
Simple Java Mail (Jakarta Mail wrapper)
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Example

public boolean send(String email) A

// 1. Validate email
if(!isEmailValid(email)) A
throw new RuntimeException("Email invalid");

// 2. Validate Domain name from email
String domain = email.substring(email.lastIndex0f("@") + 1);
ValidateDomain validateDomain = new ValidateDomain();
if(!validateDomain.isValidWithICU4j(domain)) {

throw new RuntimeException("Domain invalid");

// 3. Send email

return true;

Programming for UA 50
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Fake Email Server with MailHog

[
MaIIHog release v1.0.1 build ' passing

Inspired by MailCatcher, easier to install.

e Download and run MailHog
e Configure your outgoing SMTP server
e View your outgoing email in a web Ul

e Release it to a real mail server

Built with Go - MailHog runs without installation on multiple platforms.

https://github.com/mailhog/MailHog
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MailHog

™ MailHog Search ) GitHub

o, 4 >
® Connected

Inbox (0)

® Delete all
messages

https://github.com/mailhog/MailHog
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Use Spring Boot

https://spring.io/projects/spring-boot
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Spring Boot

C spring initializr

Project Language
® vaven Project (O Gradle Project ® ava O Kotin - O Groovy

Dependencies ADD DEPENDENCIES... 3 +B

Java Mail Sender
Send email using Java Mail and Spring Framework's JavaMailSender.

Spring Boot

O 26.06NAPSHOT) (O 260M2) (O 255(SNAPSHOT) @ 254
O 2.411¢6NAPSHOT) (O 2410

Project Metadata

Group com.example

Artifact demo

Name demo

Description  Demo project for Spring Boot

Package name com.example.demo

Packaging @ Jar (O War

Java (O 16 @ O s

https://start.spring.io/
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Spring Boot

HT TP request with RestTemplate
Send email with Spring Java Mall

https://docs.spring.io/spring-boot/docs/current/reference/html/features.html#features.email
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Store data in Database
Domain and emaill
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SQL and NoSQL

Relational Key-Value Graph

-——\ Value }
-—\ Value /
I -—\ Value}

SQL

NoSQL

| I
. Wide

Column Document
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SQL

Size of domain name to max (255)
Use string type

Convert domain to A-label (normalised)
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Summary
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Suggestions
Validation for IDA, EAI

prefer basic validation
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Suggestions

Never rely on a static list of TLDs.
Use String type to hold data
Convert domain to A-label when passing to library
Use a UA-conformant library/framework
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Suggestions

Make sure to do normalization of input
before store, compare and process
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Suggestions

Do unit and system testing of UA

https://uasg.tech/wp-content/uploads/documents/
UASG004-en-digital.pdf
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Resources

® See htips://uasg.tech for a complete list of reports.
o Universal Acceptance Quick Guide: UASGO005
o Introduction to Universal Acceptance: UASGO07/
o Quick Guide to EAIl: UASGO014
o EAIl — A Technical Overview: UASG012
o EAI — Evaluation of Major Email Software and Services: UASG021B
o Universal Acceptance Readiness Framework: UASG026
o Considerations for Naming Internationalized Email Mailboxes: UASG028
o Evaluation of EAl Support in Email Software and Services Report: UASG030
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https://uasg.tech/
https://uasg.tech/wp-content/uploads/documents/UASG005-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG007-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG014-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG012-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG021B-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG026-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG028-en-digital.pdf
https://uasg.tech/wp-content/uploads/documents/UASG030-en-digital.pdf

Thank you
Q/A
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